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TunoBble TpeboBaHMA K annapaTHOMY U
nporpaMmmMHoMy obecrneveHuto

AnnapaTHo-nporpammMHas cpefa, B KOTOPOW npeanonaraetca ycTaHaBameatb Directum RX, pomxHa
YAOBNETBOPAThL OnpeseneHHbIM TpeboBaHMaM. TpeboBaHMA 3aBMCAT OT BapuaHTa NocTaBku:

PaboTa fiokanbHO Pabota B obnake

Cetb Cetb

CepBepbl KAneHTCKne KOMMboTepbI
KAneHTCcKne KomMmnboTepbl MobuabHble YCTpPOnCTBa
Mo6uabHble YyCTpoKncTBa VIHTerpaumnoHHble BO3MOXHOCTHU

Cpeja pa3paboTku

Directum Launcher

NHTerpaumoHHble BO3MOXHOCTMU

,U,J'IFI HEKOTOPbIX MPOrpaMMHbIX U annapaTHbIX CPeACTB NOAAEPXKKA OrpaHM4YeHa.
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TpeboBaHuMA K ceTam

KomnoHeHT Pabota uepes VIHTepHeT PaboTa B noKanbHOWM ceTn
Joctyn k cetn IHTepHeT CeA3b 3G v BblWwe

MpoTtokon HTTPS HTTPS van HTTP

CKopoCTb Nepesaumn AaHHbIX MuHumManbHas — 515 Kéut/c 100 Méwur/c

PekomeHayemas — 2 M6ut/c n Bbiwwe

Bpems mexay oTnpaBkou 3anpoca He Bbiwe 50 mc He Bbiwe 10 mc
(RTT) n nonyuyeHnem oTBeTa

YpoBeHb NoTepb CETEBbIX MaKeTOB He Bbiwe 5% He Bbiwe 0,01%

TpeboBaHuA K cepBepam

[Janee B paszene nog TepMrMHaMV KOMMbIOTEP 1 CepBep MOHMMAETCS OTAENbHbIN GU3NYeckuii N1Mbo
BMPTYyaNbHbIN cepBep.

YcTtaHOBKa MpPOAYKTMBHOTO CepBepa BKAKOYAET YCTaHOBKY KOMMOHEHTOB: Beb-cepBep, 6a3a AaHHBbIX,
xpaHuauie, Habop cepsucos: Workflow, npeanpocmoTpa, nnaHMpPOBLLMKA, aCUHXPOHHbIX COBBITU 1 Ap.

KonnuectBo cepBepoB yBeNMUMBAETCA B 3aBMCUMMOCTU OT KO/AMYECTBa MO/b30BaTesiel, KoTopble 6yayT
OAHOBpPeMeHHO paboTaTb C cuctemMoin. TpeboBaHWs K MNpoLeccopy M obbemy nNamMATU 3aBUCAT OT
KO/M4YecTBa OJHOBPEMEHHO paboTatolWmx MoNb30BaTENEN, aKTUBHOCTU WX paboTbl M KOAMYeCTBa
nHbopmaunm B cmucteme Directum RX. lo3tomy B KaXaoM c/iyvae peKoOMeHAyeTca onpeaenstb
TpeboBaHWA MHANBMAYANbHO.

BAXHO. [na koppekTHOW paboTbl cucTemMbl ybeauTecb, UYTO BpeMA Ha WCMNOb3yeMblX CepBepax
CUHXPOHU3MPOBAHO.

Ecan 6pokep coobuieHmii RabbitMQ yctaHaBavBaeTca oTAeNbHO OT Beb-cepBepa, TO ybeanTech, UTO Ha
KOMMbIOTEPE B KaUeCTBe XECTKOro AMcka Ucnosb3yeTcs SSD-HakonuTeb.

Ecan naaHNPyeTca NCnonb3oBaTb NPUAOXKeHNE DocumentUpIoader 419 MaCCOBOro MMnopTa 4OKYMEeHTOB
B CUCTEMY, TO Tpe6OBaHI/IFI K annapaTHoM YacTh cepBepa onpeaenaroTca MHAnBNAyanbHO B 3aBUCMMOCTH
OT 3@aHOCMMOTO Koan4yecTBa AOKYMEHTOB.

,ﬂ,flﬂ XpaHeHNAa 1 ynpasaeHnAa JaHHbIMU B BbICOKOHArpy>XeHHbIX CUCTEMaX MO>XXHO UCMOJIb30BaTb CUCTEMbI
XpPaHeHnAa AaHHbIX.
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TpeboBaHusa K cepBepam

1o 50 nonb3oBaTeneu

B 3Tom cnyyae 6a3y AaHHbIX, Be6-cepBep U BCe OCTa/bHble KOMMOHEHTbI MOXHO YCTAaHOBUTb Ha OAWH

KOMMblOTEp:

TpeboBaHue
Mpoueccop
MamsaTtb (O3Y)

Twn »ecTkoro gncka

XXecTknin gmuck

CeteBol agantep

CepBep co BCEMW KOMIMOHEHTaMM
4 appa ¢ yactoTon 2 Iy,

Ot 12 I'b. PacueT namATH yKa3aH C y4eTOM MCMoAb30BaHNA obLuero cepeuca
(GenericService)

SSD

OC: 1 anck
Januble: RAID-1 (2 ancka)
1Tréunt/c

/1o 500 nonb3oBaTeneu

B 3ToM cnyyae pekomeHAyeTCs Ha OAHOM cepBepe pa3BepHYTb 6a3y AaHHbIX, a Ha Apyrom — Bce
ocTa/ibHble KOMMOHEeHTbI (Be6-cepBep, CEPBUCHI CUCTEMDI):

TpeboBaHue
Mpoueccop
Mamatb (O3Y)

Twn >XecTKoro gncka

XXecTknin anck

CeteBoW aganTep
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SQL-cepBep Beb-cepBep v cepBuchl
6 agep c yactotor 3 M 6 agep c yactoton 3 My
OT8Tb e 0t1 10 b — npn ncnosb3oBaHMK obLLEro cepBuca

(GenericService);

e or 13 Tb — nNpM WCNONL30BAHUU OTAENbHbIX
CEepBUCOB (CEPBUC BbIMOJHEHNS BIOKOB CXeM 3ajad,
CEPBUC aCMHXPOHHBIX COBLITUI, CEPBUC OTHETOB
CEPBUC BUAXKETOB)

SSD SSD

OC: 1 anck OC: 1 anck

[JanHble: RAID-1 (2 ancka) JanHble: RAID-1 (2 gucka)
1 Téut/c 1Téut/c



500-5 000 nonb3oBaTeneun

B 3TOM cnyyae pekomeHAyeTCs yBeAMUUTb KOIMUYECTBO 3K3eMNnaApoB Beb6-cepBepa 1 pacnpesenuntb
Harpysky mexay HuMW. Ha oTaenbHbI cepBep repeHecTi cepBUCbl cucTeMbl. [ns 6anaHCMpOBKM
Harpysku n otkasoycrtomumoctn Directum RX pekomeHayeTcs pa3BepHyTb 06paTHbIA NPOKCU-cepBep C
ncnonb3zoBaHnem HAProxy nam Nginx.

TpebosaHue SQL-cepsep Beb-cepsep B Knactepe Cepsep ¢ cepBucamu
(TpeboBaHua Ans 0fHOrO
y3na)

Mpoueccop 6 agep c yactotor 3 M 6 agep c yactotor 3 T 4 appa c yactoTtoun 3 Iy,

Mamsarb (O3Y) Ot 14Th OTt10ThH OT11Tb

Twn xectkoro ancka  SSD SSD SSD

XKectkumir gnck OC: 1 anck OC: 1 anck OC: 1 gunck

[JanHble: RAID-1 (2 pgucka)  [AaHHble: RAID-1 (2 ancka) [JaHHble: RAID-1 (2 aucka)
CeteBoW aganTep 1 Téwut/c 1 Iéut/c 1 Téwut/c

Bonee 5 000 nonb3oBartenewn

TpeboBaHVs onpeAenAlTCA MHAUBUAYANbHO, B 3aBUCMMOCTM OT 06bema AaHHbIX U XxapakTepa paboTbl
nosb3oBaTenen. MNpu 3TOM peKkoOMeHAYeTCA MepeHecT CePBUCbI C OCHOBHOMO CepBepa Ha OTAe/bHble
KOMMbIOTEPbI N HACTPOUTb BanaHCMPOBKY Mexay HUMK. MoapobHee cM. B pyKOBOACTBE aAMUHUCTPATOPA,
pa3zen «PaclumpeHHas ycTaHOBKa», BXOAMT B KOMIJIEKT MOCTaBKMU.
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TpeboBaHusa K cepBepam

Beb6-cepBep u cepBucbl Directum RX

B pa3gene 3adukcmpoBaHbl TpeboBaHMA K NpOorpaMMHOMY obecrneyeHmto Ha KOMMNbOTepax C CEPBEPHOM
yacTtbto Directum RX. Mpn 3Tom TpeboBaHumsa k MO Ha KoMnbroTepe ¢ BeH-CEPBEPOM N Ha KOMMbIOTEPE C
cepBucamu cosnagaroT

Microsoft Windows

KommnoHeHT
oC

KoMnoHeHTbI anis
YCTaHOBKU U
HacTponku

darinosasa cuctema

MNoanuncaHne
JOKYMEHTOB

LndposaHune
JOKYMEHTOB Mo
anroputmam FOCT

TpeboBaHue

Microsoft Windows Server 2012/2012R2 ¢ obHoBneHnem KB2999226. YTobbl ycTaHOBKa
O06HOB/MEHNI MpoLaa YCMEeWwHOo, Ha KOMMbIOTEPE JOJKHbI ObiTb YCTaHOB/IEHbI MaKeThl
O6HOBNEHWNI, BbiWegline paHee. Hanpumep, ana yctaHoBKM obHoBieHus KB2999226
JOJIKHO 6bITb YCTaHOBNEHO o6HOBNeHMe KB2919355.

Microsoft Windows Server 2016/2019/2022
Microsoft .NET SDK 6.0
Microsoft .NET Framework 4.8 1 Bbiwe
Internet Information Service 8.0 n Bbiwwe
RabbitMQ 3.8.1 n BbIwe
Ecan nnaHumpyetcs yctaHoBKa cucteMbl B noctaske Directum RX Intelligence,

TO A/ KOPPEKTHOW paboTbl cepBuncos Directum Ario ncnonb3yiite Bepcuto RabbitMQ 3.13.0
Y Bbllue

NTFS

Ana nognucaHma ¢ ucnonb3osaHnem [OCT-cepTndumKaToB MNOAAEPXKMBAKOTCA CpeacTBa
Kpunto3sawutbl nHGopmarum (CK3N):

e Kpuntollpo CSP 4.0/5.0 (B Tom uncne Kpuntollpo Cloud CSP);

e VipNet CSP 4.2

FIpM 3TOM Ha KOMMNbOTEP C Be6—cepBep0M HeO6XOAI/IMO YCTaHOBUTb CepTI/Iq)MKaTbI n3
Leno4ykn aoBepua: KOpHEBOVI CepTI/Iq)VIKaT yAOCTOBEPAOLWEro LUeHTpa CepTI/Iq)I/IKaLI,I/II/I,
NPOMEXYTOYHbIE CepTMq)MKaTbI.

Ecnv nnaHupyeTca ncnonb3oBaTb YCOBEPLUEHCTBOBAHHYHO 3/1€KTPOHHYHO NOAMUCH:

e HacTpomnTe paboTy C cepBepoM LITaMMOB BpemeHW. /cnonb3yinte roToBblii cepBep
WTaMMOB, Hanpumep, MNPejOCTaBAAEMbIA  aKKpeAUTOBaHHbIM  YAO0CTOBEPAOLLM
ueHtpom (YLI) PHC Poccun. Takxxe MOXHO YCTaHOBUTb CEPBEP LUTAaMMOB Ha OTAE/bHOM
KOMMbrOTEpe, Hanpumep, nogaepxmsaetca Kpunrtollpo TSP Server;

* Ha KOMMblOTEPE C BeH-CEPBEPOM YCTaHOBMTE KOPHEBOW CEPTUOMKAT Cy>KObl LWITaMMOB
BPEMEHM.

Ans MCNo/sb30BaHWA  06MaYHON  31EeKTPOHHOMN noanucn  Tpebyetca  cepep
Kpuntollpo DSS 2.0

Ha komnbtoTep ¢ cepBrcoM xpaHuauy, Tpebyetcsa yctaHoska Kpuntollpo CSP Bepcum 5.0 n
Bbiwe. Ecan Bmecte ¢ TOCT-anroputmom wndposaHma ncnonesytotca FOCT-cepTudmkathl
N8 LWMPPOBaHMNA CEKPeTOB CepBuCa, TO Ha CepBUCE KIKOYeN Takxke TpebyeTca ycTaHOBKa
Kpuntolpo CSP Bepcum 5.0 1 Bhile. 3To TpeboBaHne HeobA3aTeNbHOE, Tak Kak Ha cepBumce
KNtOUeRn JOCTYMHO MCNoab30oBaHne cepTndmkaTos RSA
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VIMMNOpT 371eKTPOHHbIX
(MaWwnHoUYMTaEMbIX)
L OBEpPEeHHOCTEN

Linux

KomMnoHeHT

OC (pexomeHayeMmble)

DNeKTPOHHas AOBEPEHHOCTb cocTouT 13 XML-dpaina v 3n. nognucn anua, KOTOpPbIN Bbljan

AOBEPEHHOCTb U Aenernposas CBOM NMOJIHOMOUNA. OHa CO34aeTcd, Harnpumep, Ha cauvte

peectpa MallMHouMTaeMbix goBepeHHoctenn ®HC manm B cepBucax onepaTtopoB obMmeHa,
KOTOpble NPeAoCTaBAAIOT Takme ycayru. 3atem ee umnopTupytoT B Directum RX.

Ecnv ans noagnvcaHmns 3neKTPOHHOM JOBEPEHHOCTN NcnoNb3oBannck cepTudukatsl FOCT, To

AN KoppekTHoro umnopta B Directum RX Heob6xoanMOo ycTaHOBUTb Ha BeD-cepBep cpeacTBa

kpunto3awuntbl nHPopmaumn (CK3UW). Moaaepxxmeatorca: Kpuntollpo CSP 4.0/5.0 (B Tom
umcne Kpunrtollpo Cloud CSP), VipNet CSP 4.2

TpeboBaHue

AnbT CepBep 10

Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

PES OC 7.3/8.0

Astra Linux Special Edition 1.8.1/1.7.5 («<BopoHex», «Open», «CMONEHCK»)

OC (He noaaep>xuBaetca Astra Linux Special Edition 1.7.4 («<BopoHex»)

YCTaHOBKa JIMMUTA
notpebaeHnsa namaTu)

KoMmoHeHTbI gns
YCTaHOBKM W HaCTPOMKM

®alinosas cncrtema

MoanucaHue
JOKYMEHTOB

LndposaHune
JOKYMEHTOB MO
anroputmam FOCT

VIMNOPT 3/1€KTPOHHBIX
(MaWMHOUYNTaEMbIX)
[ OBEpPEHHOCTEN

Astra Linux Special Edition 1.7.3-1.7.4 («Open»)

Docker Engine 19.03 n Bbiwe (The Apache License 2.0)
RabbitMQ 3.8.1 n Bbiwe
Ecan nnaHunpyetcs yctaHoBka cucteMbl B nocTaeke Directum RX Intelligence,

TO ANA KOppekTHOM paboTbl cepsucoB Directum Ario mncnonb3ynte Bepcuto RabbitMQ
3.13.0 n Bbiwe

Cuctema, KoTopas Mo ymMoauaHuto ucnosbdyetcs B OC, Hanpumep extd

[Ona nognucanna ¢ mcnonbzosaHveM [OCT-cepTudnKatoB NOAAEPXKMBAETCA CPEACTBO
KpunTto3awmTel nHdopmaumn (CK3W) Kpuntollpo CSP 5.0.

Mpw 3ToM Ha KoMMbtoTep ¢ KomnoHeHTamu Docker Engine ycrtaHoBuTe cepTndumkaTbl 13
Lenoykn JAoBepua: KOPHEBOW cepTUUKAT yAOCTOBEPSAIOLLEro LieHTpa cepTudukaumnm,
NPOMEXYTOUHble cepTUdMKaTbI.

Ecan nnaHupyetca ncnonb3osatb yCOBEPLUEHCTBOBAHHYHO 3/IEKTPOHHYHO NOAMUCH:

e HacTpoliTe paboTy C CepBEpPOM LUTaMMOB BpeMeHW. Vcnosb3yinTe roToBbIN cepBep
LWITaMMOB, Hanpumep, NpPeAoCTaBAAEeMbIN aKKPeAUTOBaHHbIM  Y/A0CTOBEPAOLLMM
ueHTpom (YLI) PHC Poccmu. Takke MOXKHO YyCTaHOBUTL CepBep LUTaMIMOB Ha OTAE/IbHOM
KoMMbtoTepe, Hanpumep, nogaepxusaerca Kpunrtollpo TSP Server;

e Ha KoMmmnbtoTepe ¢ koMnoHeHTamun Docker Engine yctaHoBUTE KOpHEBOW cepTudukaTt
Cny>6bl LUITAMMNOB BPEMEHMW.

Ona  wcnonb3oBaHMA  0BNayHOM  3NEKTPOHHOM  MoAnuWcKM  TpebyeTca  cepBep
Kpuntolpo DSS 2.0

Ha komnbroTep ¢ cepBucom xpaHuauiy tpebyetcs ycraHoska Kpuntolpo CSP Bepcun 5.0
V BbiLLe.

Ecan Bmecte ¢ TOCT-anroputmom wmndposaHusa mncnoabsyrorca FOCT-ceptudukatel ana
LWNPpoBaHMA CEKPeTOB CepBMCa, TO Ha CepBUCe KroYen Takxke Tpebyerca ycTaHOBKa
Kpuntolpo CSP Bepcun 5.0 1 BhiLe. 3To TpeboBaHMe HeobsA3aTeNbHOe, Tak Kak Ha cepBuce
KNtOYen JOCTYMHO MCnob3oBaHWe cepTudmkatos RSA

DNeKTPOHHas AoBepPeHHOCTb cocTouT 13 XML-daiina n an. nognucy anua, KOTOpPbIA Bblgan
[JOBEPEHHOCTb U Jenernposan cBon nosHomoumsa. OHa co3gaercs, HanpvMep, Ha canTe
peecTpa MaluMHouMTaeMbIx foBepeHHocTelr PHC mam B cepBucax onepatopoB 0bMeHa,
KOTOpble MPeAOCTaBASAIOT Takue ycayru. 3ateM ee umnoptupytot B Directum RX.
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TpeboBaHusa K cepBepam

Ecam pns nognucaHuns anekTpoOHHOM AOBEPEHHOCTM MCMoab3oBanuck ceptudumkatbl FTOCT,
TO 418 KoppekTHoro uMnopta B Directum RX Ha Beb6-cepBepe f0KHbI HbITb YCTaHOBAEHbI
cpeacTtBa kpuntosawutel nHpopmauum (CK3U). Kpmuntollpo CSP 5.0 yxe yctaHOBAEH B
KOHTeliHepbl cepBucos Directum RX

Mopaep>xkmBaembie Bepcumn Docker

B Ttabavue nepeuncineHsbl
NoAAEPXMBAIOTCA  OMnepaLMOHHbIMU
pa3BepTbiBaHMA Directum RX:

BEpCMM mporpaMMHoro obecneuenns Docker,
cacTEMaMKM, U UX

KoTOpble OdULMaNbHO

MCcnoJsib3oBaHMe NPOTECTUPOBAHO  ANA

OC Bepcua Docker, nopaepxxvmaemas B OC
AnbT Cepeep 10 24.0, 25.0

Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS 20.10, 24.0, 25.0, 26.0

PEA OC 7.3/8.0 20.10, 25.0

Astra Linux Special Edition 1.8.1 («<BopoHex», 25.0

«Open», «CMONEHCK»)

Astra Linux Special Edition 1.7.5 («<BopoHex», 24.0, 25.0

«Open», «<CMONEHCK»)

Astra Linux Special Edition 1.7.3-1.7.4 («Open»)  20.10

Astra Linux Special Edition 1.7.4 («<BopoHex»)

BAXHO. lNMpwn pabote B OC c Docker Engine Bepcum Huxke 20.10.10 He noaaep>XmBaeTca yCraHoBKa IMMUTA
noTpebsieHVs NamaT cepBUCcaMmn B KOHTEMHepe.

YcTaHOBKA CepBUCOB Ha Bblge/IeHHOM cepBepe

Ecan ans pabotbl cuctembl Directum RX pecypcoB OCHOBHOrO cepBepa HeOCTaTOUHO, TO PEKOMEHAyeTCA
nepeHecTV CepBUCbl Ha BblAENEHHbIV CepBep AN pacnpejeneHva Harpysku. B paszene nepeuvcieHsi
TpeboBaHWsA K BblAeNEHHOMY CEPBEPY, B 3aBUCUMOCTU OT TOrO, Kakne CePBUCHI NNAHUPYETCA NePEHECTH:

CepBuchl MamsaTtb (O3Y)
CepBucC xpaHnanLL 2-3Th

CepBU1C aCMHXPOHHBIX COObITUI 2-3Thb

CepBuc npeanpocmoTpa 4TB

CepBuc xpaHeHua Gannos NpeanpocMoTpa 2-3Thb

CepBWuc nHTErpauum 4TB

CepBucC BUAXETOB 2-3Tb

CepBuc oT4eTOB 2-3Th

Cepsuc NOMAD 2B + 1,5 b Ha kaxgable 50 nonb3oBatenen

CepBuc ktouen 1-2Tb

MoapobHee 06 ycTaHOBKE CEPBUCOB Ha BblAE/NEHHOM CepBepe CM. B PyKOBOACTBE afMUHMUCTPATOPa,
pasgen «PacluvpeHHas ycTaHOBKa», BXOAWT B KOMMIEKT NMOCTaBKW.
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CYB/

Cepep CYB/, sonxeH 6biTb HEUYBCTBUTE/IbHBIM K PETUCTPY.

Microsoft SQL Server PostgreSQL Jatoba Tantor
Bepcun e Microsoft SQL Server 2012 e PostgreSQL Jatoba 4/5 Tantor SE 15
CYBA4 Standard/Enterprise Edition 32- nan 11/12/13/14/15/16
64-pa3psagHas e Postgres Pro
e Microsoft SQL Server 2014 11/12/13/14/15/16

Standard/Enterprise Edition/Business
Intelligence 32- nan 64-paspagHas

e Microsoft SQL Server 2012/2014/2016
Express

e Microsoft SQL Server
2016/2017/2019/2022
Standard/Enterprise Edition 64-
pa3psgaHas

Mpwn ncnonb3zosaHunn Microsoft SQL Server Express noaaep>xmBaetca pabota He 6onee 50 nonb3oBaTenen,
Tak Kak 06beM 6a3bl aHHbIX orpaHundeH 10 I'b, ncnonb3oBaHWe pecypcoB cepBepa — OAHUM PU3NUECKUM
npoueccopom n 1 b O3Y.

Ans Bcex Bepcuii Microsoft SQL Server pekomeHayeTcs yCTaHOBUTb NOCAEAHWE aKTyasbHble O6HOBEHUSA
Service Pack.

© KomnaHusa Directum, 2024



TpeboBaHusa K cepBepam

Cepsuc NOMAD

KonnuectBo cepBepoB, Ha KoTopble ycTaHaBamBaeTca cepsnc NOMAD, yBennumnaeTtcsa B 3aBUCUMOCTU OT
KO/MMYyecTBa Mo/sb3oBaTenel, oAHOBPEMEHHO paboTarolmx C CUCTEMOMN Yepes KIVEHTCKME MPUIOXKEHNS
Directum Solo n Directum Jazz. B obuwem cnyyae Ha kaxable 1000 nosnb3oBaTenen pPeKOMEHAYETCA
yctaHaBamBaTtb cepBnc NOMAD Ha oTAe/IbHbIN cepBep.

KomnoHeHT TpeboBaHue

Mpoueccop B 3aBMCMMOCTIN OT KONMYECTBa NOJb30BaTENEN:
e 1050 -2 aapa c yactoton 2 Ty
e 10 100 -4 aapa c yactoton 2 M
e 10 200 - 8 agep c yactoton 2 My
e 10500 - 12 sgep c yactoton 2 Ty
e 10 1000 - 16 sgep c yactoTom 2 My,

Mamsatb (O3Y) 2 Tb + 1,5 b Ha kaxablie 50 nonb3oBaTenen.

TpeboBaHWsA K 06BbEMY NaMATU 3aBUCAT OT KOAMYECTBA OAHOBPEMEHHO paboTatoLLmx
nosb3oBaTenel, akTMBHOCTU UX PaboTbl U KonyecTBa MHPOpMaLmn, nepesaBaemMon
B KJIMEHTCKME NPUIOXKEHUs. [03TOMY B KaXA0M C/lyyae PeKOMEHAYETCs onpesensTb
TpeboBaHWsA MHAMBUAYaNbHO. HanpuMmep, nepegaya B Solo u Jazz 50 3agaHuii npu
NepBMYHON 3arpy3ke AaHHbIX 3aHUMaeT okono 4 Mb O3Y

MecTo Ha XXecTKOM ancke 10Tb
CeteBoW aganTep 100 Méut/c

CkopocTb nepesaun gaHHblx 10 M6uTt/c

Microsoft Windows

KomnoHeHT TpeboBaHue

OC Microsoft Windows Server 2012/2012R2 c o6HoBaeHnem KB2999226. YTob6bl ycTaHOBKa
O06HOBAEHNI MpOLLUAa YCNELWHO, Ha KOMMbOTEPE AOAXKHbI ObITb YCTaHOB/IEHbI MaKeTbl
06HOBJIEHUN, BblllealIne paHee. Hanpumep, ans yctaHOBKM 0bHoBAeHNs KB2999226
JOKHO BbITh ycTaHOBAEHO 06HOBeHMe KB2919355.

Microsoft Windows Server 2016/2019/2022

KomnoHeHTbl a1 yctaHoBku Microsoft .NET SDK 6.0
W HaCTPOWiKM Microsoft Internet Information Services 8.0 1 BbiLLe

dannoBasa cuctema NTFS

MognucaHne gokymentoB  Ecam gna nognucaHua mcnonbsytotca ceptudukatel FOCT, To yctaHOBUTE CpepacTsBa
KpunTo3awmTbl nHopMaumnn. Moagepxkmsaetca Kpuntollpo CSP 4.0 nam 5.0.
Mpw 3ToM Ha komnbtoTep ¢ cepBncom NOMAD HeobxoaMMO yCTaHOBUTL cepTudUKaThl
M3  LEenoYKkM [JOBEpUs: KOPHEBOW  CepTUdMKaT yAOCTOBEPAIOLIEro  LeHTpa
cepTuduUKaLMmn, NPoOMeXyToUHble cepTudukatel. Ecan gna nognucaHma ncnoab3yroTca
cepTudurKaTbl, BbiJaHHble cobCTBeHHbIM YL, nmpuobpetute auLeH3MO Ha npaBo
ncnosb3oBaHua Kpuntollpo CSP Ha komnbtoTepe ¢ cepeucom NOMAD

MpoBepka yCTPOWCTB € Ha komnbtotep ¢ cepencom NOMAD Heob6XxOAMMO YCTaHOBUTL cepTudumkaTbl U3
MOMOLLbIO LLenoyYkn JOBEpUA: KOPHEBOUW CepTUDMKAT YAOCTOBEPAIOLLLErO LieHTpa cepTudurkaumm,
DeviceValidationPlugin NPoOMeXyTouHble cepTudukaTtel. C KX MOMOLLBIO MOATBEPXKAAETCA MOAJANHHOCTb
Katouen WndpoBaHUsa, KOTOPble UCNOJb3YHTCA AN NOAMMCAaHNA TOKEHa
MNpeobpazoBaHue YT106bI NOBBLICUTL KayecTBO Npeobpa3oBaHna fokymeHToB 13 ¢opmata ODT B PDF, Ha
fokymeHToB B PDF komnbtoTep ¢ cepercoM NOMAD Heobxoanmo yctaHoBuTh LibreOffice 7.4 v Bbiwe
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Linux

KomMnoHeHT

OC (pexomMeHAayeMble)

OC (He noaaep>xmBaeTca
yCTaHOBKa JAUMUTA
notpebaeHns namaTu)

KoMnoHeHTbI ana
YCTaHOBKM W HaCTPOMKM

dalinoBasa cuctema

I'Iop,nmcaHme AOKYMEHTOB

MpoBepka YCTPOWCTB €
MOMOLLIbHO
DeviceValidationPlugin

© KomnaHusa Directum, 2024

TpeboBaHue

AnbT Cepsep 10

Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

PESL OC 7.3/8.0

Astra Linux Special Edition 1.8.1/1.7.5 («<BopoHex», «Open», «CMONeHCK»)
Astra Linux Special Edition 1.7.4 («<BopoHex»)

Astra Linux Special Edition 1.7.3-1.7.4 («<Open»)

Docker Engine 19.03 v Bbiwe (The Apache License 2.0)

Cnctema, koTOpas no ymoa4daHuto ncnonesyetca B OC, Hanpumep, ext4

Ecan ana nognucanusa ncnonesytotca ceptudmkatel FTOCT, TO ycTtaHOBUTE CpeacTBa
KpunTo3awmTel nHPopMauun. Moagepxxkmsaetca Kpuntollpo CSP 4.0 nan 5.0.

Mpw aToM Ha koMnbroTep ¢ ceperncom NOMAD HeobxoaMMO ycTaHOBUTL cepTudUKaThl
M3  LEenoYKkM [JOBEpus: KOPHEBOW  CepTUdMKaT  yAOCTOBEPAIOLIEro  LeHTpa
cepTUPUKaLLnMmn, NPOMEXYTOUHbIe cepTUdMKaTbI.

Ecav ans nognucaHms UCNonb3ytoTCA CcepTMduKaThl, BbiJaHHble COBCTBEHHbIM YL,

npuobpetute AMLEH3NIO Ha npaeo ucnoab3oBaHua Kpunrtollpo CSP Ha cepsuce
NOMAD

Ha komnbtotep ¢ cepencom NOMAD HeobxoAMMO yCTaHOBUTL cepTuduKkaTbl ©3
LLenoykn JoBEPUS: KOPHEBOW cepTUdMKaT YA0CTOBEPAIOLLErO LieHTpa cepTudumkaumm,
npomexyTtouHble ceptuumkatel. C MX MNOMOLLBIO MOATBEPXKAAETCA MOAJMHHOCTb
Kntoyen wndpoBaHMsA, KOTOpble NCMOb3YOTCA A4 NOAMMCaHUA TOKeHa
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TpeboBaHusa K cepBepam

MoctaBka Directum RX Intelligence

Cucrema Directum RX B noctaBke Intelligence ocBo6oXzaaeT COTPYAHMKOB OT BbINMOJHEHUS PYTUHHbIX
onepauui no o06paboTke JOKYMEHTOB 3a CYET WCMOAb30BaHWSA BCTPOEHHbIX WHTENNEKTyaNAbHbIX
MEXaHU3MOB N ApPYrunx Al-MHCTPYMEHTOB U QYHKLNNA.

B pa3gene nepeuncneHbl TpeboBaHWs K anmnapaTtHO-NPOrpaMMHOMY ObecneyeHnto KOMMOHEHTOB,
Heobxoanmblx ans pabotbl cuctembl Directum RX Intelligence: cnyxba BBOAa A0OKYMEHTOB, CEPBUCHI
Directum Ario, Ario Visual Image Annotator v novckoBas cucrema Elasticsearch.

CepBep cny>kbbl BBOAa JOKYMEHTOB

Cny>x6a BBOZa AOKYMEHTOB aBTOMAaTM3NPYET 3aHECEHNE B CUCTEMY AOKYMEHTOB M3 BHELLUHWNX MCTOYHMKOB,
HanpuMep CKaHepPOB WM 3NEKTPOHHOW MOYTbI, U MOXET UCMO/Ib30BaTbCA B NHOOOM BapuaHTe NOCTaBKM
Directum RX.

Ans nonHon obpabotkm 300 AOKYMEHTOB B 4ac (nosnydyeHue, OTCIeXMBaHWE TpuUrrepa, 3aHeceHue B
cnctemy) Tpebyerca:

KomnoHeHT TpeboBaHue
Mpoueccop 4 appa c yactoton 3 My
Mamate (O3Y) 6Tb
CeteBoW aganTep 100 Mbéwut/c
0oC Windows
Microsoft Windows Server 2012/2012 R2/2016/2019/2022
Linux

Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS
AnbT CepBep 10

PES OC 8.0
Astra Linux Special Edition 1.8.1/1.7.5 («BopoHex», «Open», «CMOAEHCK»)

Astra Linux Special Edition 1.7.4 («<BopoHex»)
Astra Linux Special Edition 1.7.3-1.7.4 («Open»)

Mpouee Microsoft .NET Core Runtime 6.0

PekoMeHzyeMble napaMeTpbl obpabaTbiBaeMbIX JOKYMEHTOB:

e pa3pewatowas cnocobHoctb — 300 dpi;

e rnybuvHa uBeTa — OTTeHKM ceporo (8 6ur).

MPUMEYAHWUE. Echv npon3BoanTENbHOCTM CY>KObl BBOAA AOKYMEHTOB HEAOCTaTOYHO A/ 06paboTkm
noTtoka JOKYMEHTOB, PEKOMEHAYyeTCs TMepeHecT ee Ha OTAeNbHbIM CepBep WA  pPa3BepHyTb

AOMNONHUTENbHbIE CYXObl Ha BblAENEHHbIX cepBepax. [1py 3TOM, ecan UCNoNb3yeTcs HeCKONbKO CyXb
BBOZA AOKYMEHTOB, HE/b35l HACTpamBaTb UX Ha OAMH UCTOYHMK 3axBarTa.
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CepBucbl Directum Ario

TpeboBaHus K annapaTtHoMy obecneuyeHuto

MwuHuManbHble TpeboBaHMA ANA YCTAHOBKU CEPBUCOB:

KomnoHeHT TpeboBaHue
Mpoueccop 4 n 6onee normyeckmx agep ¢ yactotronn 2,4 Iy 1 noaaepsxkon AVX
Mamatb (O3Y) Linux 20TE

Windows 10TB

Tun >ecTKoro ancka SSD

MecTo Ha xxecTkom ancke YcraHoska: 50 I'b

BpemeHHble dainbl B npouecce pabotbl: o1 20 I'b (B 3aBMCcMMOCTM OT 0bbema v pa3mepa
obpabaTbiBaeMbIX JOKYMEHTOB)

CeteBol agantep 1 T6éut/c 1 Bbiwe

TpeboBaHMA K MpOrpaMMHOMY ObGecneyeHU0 CepBEpPOB, Ha KOTOpble YCTaHaB/AMBAKOTCS CEPBUCHI
Directum Ario, 3aBUCAT OT onepaLymoHHOM cnucTemsl. MNoapobHee cM. pasgen «TpebosaHus K [10».

B npoayKTnBHOM Ccpese pekoMeHAyeTCs yCTaHaBAUBaTh:

e cepBucbl Ario Ha OTAenbHbIA OT cucteMbl Directum RX cepBep. 310 Heob6x0AMMO, Tak Kak B MuKax
Harpy3ku cepsucbl notpebaatot 100% BbiAeNE€HHbIX MOLLHOCTEN;

e CYB/, PostgreSQL n bpokep coobLieHNA Ha pa3Hble KOMMbIOTEPHI, BblAENEHHblE TOAbKO ANA WX
paboThbl.

CobnrogeHne MWHUMaNbHbBIX CUCTEMHbIX TpeboBaHW Mno3BosiseT obpabaTbiBaTb HEOONbLIOW MOTOK
JOKYMEHTOB, MO3TOMY MOAXOAMT TONbKO ANl HACTPOWKW CEPBUCOB M AEMOHCTpauuu ux pabotbl. Ans
NPOAYKTMBHBIX CUCTeM Tpebyemas KoHbUrypaums obopyaoBaHMs Onpesenserca C y4yeTom obbema
AOKYMEHTOB, KOTOpbI 0bpabaTbiBaeTca cepsucamu Ario:

e ecn 06beM JOKYMeHTOMOTOKa B Mecsl, coctaBaseT 20 90 000 gokymeHTOB, BCe cepBuMChbl Directum
Ario MOXHO YCTaHOBWUTb Ha OAMH CepBep;

e ecnm obbem gokymMeHTOMNoToka B Mecal, npesbiwaer 90 000 AokyMEHTOB, peKOMEHAYeTCs YCTaHOBUTb
Directum Text Extractor Service n apyrve cepBuCbl Ha OTAE/bHble BUPTyasbHble Wan dusmyeckme
MaLLMUHbI.

MPUMEYAHUE. O6beM AOKYMEHTOMOTOKA pacCUMTaH WUCXOAA U3 CPeAHUX 3HayeHun: obbeM OAHOro
AOKyMeHTa — 2 CTpaHuLbl, Bpems 06paboTkn — 8 yacoB B fieHb, 22 AHA B MecAL,

© KomnaHusa Directum, 2024
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TpeboBaHus K cepBepam

O6paboTtka 2o 90 000 foKkyMeHTOB B MecAL,

Onpeaennte HeobxoanMyo KOHOUrypaLmo obopyaoBaHMs No Tabavue:

KonnuectBo fOKyMEHTOB B KonnuectBo nornyeckmnx agep Ha Ob6bem onepaTtBHOW NaMATH Ha
MecsL, cepsepe cepsepe, I'b
Jo 25 000 4 Linux »p
Windows | 19
25 001-55 000 8 Linux o4
Windows | 1o
55 001-90 000 12 Linux 4o
Windows | 5

MPUMEYAHUE. Ecnm KoAMuyecTBO JAOKYMEHTOB B Mecal, 64M3KO K MOTrPaHMYHOMY 3HaUeHuto,
peKkoMeHAyeTCA NCNONb30BaTb KOHOUTypaunio ana 6obwero obbema 4oKyMeHTONoToKa. Takum obpazom
obecneunBaeTca Hagnexallas CKopocTb 06paboTKM NPU NUKOBBIX Harpy3kax, Korga 3a KopoTKui nepuos,
BpemMeHu nocTynaeT 60bLLOe KOMYECTBO AOKYMEHTOB.

ObpaboTtka 6onee 90 000 fOKyMEHTOB B MecsL|,

Onpegennte HeobxoamMyto KOHGUrypauuo obopysoBaHua no Tabaunue:

Konnuectso OcHoBHoOV cepBep Cepsep Directum Text Extractor Service

AOKYMEHTOB B Konnuectso O6bem Konnuectso O6bem

MecaL NIOFUYeCKVX aaep  OnepaTUBHOM NOTUYECKVX agep  OnepaTUBHOM

namaTtn, b namaTtn, b

90 001-150 000 10 14 10 Linux »g
Windows | 14

150 001-250 000 16 24 16 Linux 4g
Windows | o4

[ns obecrneyeHns 0TKa30yCTOMUYMBOCTU TakXKe PEKOMEHAYETCS YCTaHOBUTbL Ha OTAE/IbHble BUPTYasibHble
MaLUWHbI Uan Gu3nyeckme cepeepa:

e cepsuc Directum Storage Service. Ha cepBepe Ncnosib3yrTe BbICOKOCKOPOCTHbIE XecTkue ancku HDD
nan SSD, obbeanHeHHble B KOHPUrypauuro RAID;

e cepsuc Directum Object Detector Service;
e cepsuc Directum Image Classifier Service;

e cepsuc Directum Text Classifier Service;

e rpynny cepsucos Directum Fact Extractor Service: Directum Fact Extractor Base Service, Directum Fact
Extractor Rules Service u Directum Fact Extractor Learn Service.

Moakntoumte BMPTyasbHble MalVHbl MAK PU3MYeckme cepeepa K eaMHOMy 6Opokepy coobuieHuni
RabbitMQ.
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O6bemM cMcTeMbl XpaHEHNS AaHHbIX

O6bem cuCTeMbl XpaHEHNA JaHHbIX PaccYnTbIBaeTCsA No Gopmyne:

O6vem cncrembl KOAM4YecTBO 0bpabaTbiBaeMbIx CpejHVIA pasMep CpejHee Kom4ecTBo NEepUoA XpaHeH s

XPaHeHUA [AAaHHbIX [LOKYMEHTOB B J€Hb AokymeHTa (MB) CTpaHWL, B JOKyMEHTe BPEMEHHbIX JOKYMEHTOB

Hanpumep, ans 5000 o6pabaTtbiBaeMbIx JOKYMEHTOB B ieHb CO CPEAHUM KONMYECTBOM CTPaHuL, 2, Kaxaan
n3 KOTopbIX pasmepom 4 Mb, npu neproge xpaHeHUs BPeMEHHbIX AOKYMEHTOB MO YMOAYaHUIO (3 AHA)
o6bem cucteMbl xpaHeHus coctaBuT: 5000 wTt * 4 Mb * 2 ctp * 3 aH. = 120 Tb.

ObyueHune mogenen knaccnbumkaumm n n3pneyeHna GakTos

Ans obyueHus mopgeneit knaccudukauum n nsBneveHUs GakTOB PeKOMEHAYEeTCH YCTaHOBUTb KOMUM
cepsucoB Directum Text Classifier Service n Directum Fact Extractor Learn Service Ha oTaenbHble
BMPTYyasibHble MaLUWHbI K Gusnyeckne cepepa, YTobbl He 3ameanaTb PaboTy NPOAYKTUBHOW CUCTEMbI.
MNocne ycTaHOBKM HEOBXOAMMO HacTpouTb MapamMeTpbl can_train_models B cooTBeTCTBYHOLLMX
KOHOUrypaunoHHbix ¢annax cepsucos. [MogpobHee cMm. B gokymeHTaumm Directum RX B onucaHum
WHTENNIEKTYaNbHbIX BO3MOXHOCTEN cucTeMbl, pa3gensl «KoHdurypupoBaHue Hactpoek Ario» (Linux,
Windows).

Ans cepsuca Directum Text Classifier Service cucteMHble TpeboOBaHMA He MEHSHOTCA B 3aBUCMMOCTM OT
KOAIMYeCcTBa pa3MeyeHHbIX JOKYMEHTOB.

Ana cepuca Directum Fact Extractor Learn Service onpeaenvte HeobxoauMmyro KOHUrypaumro
obopygoBaHua no Tabanue:

KonnuyectBo pasameyeHHbIX KonnuectBo nornyeckmx agep Ha O6BbemM onepatmBHOM namaTtu, b
AOKYMEHTOB cepsepe

[lo 500 4 16

501-1 000 4 24

1001-1 500 4 32

1501-3 000 8 48

3 001-6 000 8 64

Echv nnaHupyetca poobyueHue mMogeneli 6a30BOM MOCTaBKW, TO ANS ONpejeneHus KoHburypauum
ONepaTVBHOM MaMATU YUYUTLIBAETCA KOJMYECTBO Pa3MeUeHHbIX AOKYMEHTOB U BUA MCXOAHOW MOZEN.
Ob6bem paccunTbiBaeTca No popmyne:

O6bem namATH anA ob6beM NamATH anna 0b6beM NamATh ans
AocobGyveHns MCXOAHOrO KOIMYECTBa AOKYMEHTOB 0By4eHUn Ha onpejeneHHOM BUAE AOKYMEHTa

rae:

e 06beM namaATn A4N1A NCXOA4HOro KoamyectBa JOKYMEHTOB ornpeaendetca no TabanLe BbllIE;

e 06beM NamAaTh ana obyyeHns Ha onpeseneHHOM BUAEe AOKYMEHTa, rae:
e AKT BbINOJIHEHHbIX paboT — 32 I6;
e [locTtaHoBneHme cyaebHbix npuctaBos — 16 I'b;
e Cuert Ha onsiaty (aHrnoa3bluHbIN) — 48 Ib;

e Bxogsawee nucbmo, Cuet Ha onnaty (pycckosasbluHbliin), CueT-dakTypa, ToBapHas HaknagHas,
yna - 64 T1b.

© KomnaHusa Directum, 2024
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TpeboBaHusa K cepBepam

Tak, Hanpumep, ana goobyueHns mogenn Ha 3 000 akTOB BbIMOAHEHHbIX paboTt notpebyetca 80 b
onepaTMBHOWN NamsATU Ha cepeepe (48 I'b ans Tpex Tbicay JOKYMeHTOB + 32 b ans akTa BbINOAHEHHbIX
pabor).

Ana  ypobctBa onpegeneHvna Heobxoaumon KOHOUrypauum namatn  Aaa  J00byyYeHMs  MOXXHO
BOCMO/1b30BaTbCA TabauLen:

Bug nokymeHTa KonnuectBo pa3sMeyeHHbIX 4OKYMEHTOB

20 500 501-1 000 1001-1500 1501-3000 3001-6000
AKT BbINONHEHHbIX PaboT 48 56 64 80 96
Bxopduiee nucbMo 80 88 96 112 128
MocTaHoBneHWe cyaebHbIX 32 40 48 64 80
npwucTaBoB
CueT Ha onnaty (pycckossbluHbiin) 80 88 96 112 128
CueTt Ha onnaty (aHrnos3blYHbIN) 64 72 80 96 112
Cuet-daktypa 80 88 96 112 128
ToBapHas HaknajHas 80 88 96 112 128
YHuBepcanbHbI nepegatoyHblin - 80 88 96 112 128
LOKYMEHT

OrpaHunueHna ana Linux

Ana pabotbl cepsucos Directum Text Extractor Service m Directum Fact Extractor Learn Service B
onepauyvoHHOM cnucteMe Ha b6ase Linux TpebyeTca 4ONONHUTENbHOE OrpaHMyeHre ob6beMa NCNoab3yemMou
onepaTMBHOW MNaMATM COOTBETCTBYIOLMX KOHTeMHepoB. [0 AOCTUXKEHWMU YCTaHOBAEHHbIX NUMUTOB
KOHTEMHepbl aBTOMaTUYeCKM nepe3anyckaroTcs.

Mo yMONYaHWIO YCTaHOB/IEHbI CIeAYHOLLME TMMUTEI 06 beMa OnepaTUBHON NaMATK:
e ans Directum Text Extractor Service — 16 I'b;
e ans Directum Fact Extractor Learn Service — 16 I'b.

NToroBoe 3HaueHune onpegenserca ¢ Yy4vyeTtoM oObbema o0b6bpabaTbiBaeMbix JAOKYMEHTOB MO
COOTBETCTBYHOLMM Tabanuam BbiLLe.

MNocne pacyeTa BeNMUMH HEOHBXOAMMO OrpaHMUMTL OBbEM OMepaTMBHOM NamMsaTW, KOTOpbIA OyaeT
MCNONb30BaTbCA KOHTeMHepamu. [logpobHee cM. B AokyMeHTauumm Directum RX B onuvcaHum
WHTENNIeKTYaNbHbIX BO3MOXHOCTEN CUCTEMBbI, pa3gen Ana YCTaHOBKM CepBMCOB Ha Linux «[lopsaaok

YCTaHOBKW».
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https://club.directum.ru/webhelp/directumrx/web/index.html?arioinstall_linux_razvertyvanie.htm
https://club.directum.ru/webhelp/directumrx/web/index.html?arioinstall_linux_razvertyvanie.htm

TpeboBaHusA K nporpaMmMHOMY obecrneyeHunto

B pa3gene 3adukcmpoBaHbl TpeboBaHMSA K MpoOrpammMHOMY obecrneyeHuto AN CEepPBEPOB, Ha KOTOPbIX

nnaHupyeTcs yctaHoBka cepBucoB Directum Ario. TecTvpoBaHue cepBMCOB Ario MPOBOAWAOCH Ha
yKa3aHHbIX BepcuAxX MNPOrpaMMHbIX KOMMOHEHTOB.

paboToCcnocobHOCTbL CEPBUCOB HE rapaHTUPYETCA.

Linux

KomMnoHeHT
oC

KoMmoHeHTbI gns
YCTAHOBKM W HaCTPOIKM

TpeboBaHue

Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

PEL OC 7.3

Astra Linux Special Edition 1.7.4-1.8.1 («<BopoHex»)
Astra Linux Special Edition 1.7.3-1.8.1 («Open»)

Ecam ncnonb3yetca Astra Linux Bepcun 1.7.1, To ans pabotel ¢ Docker Engine
HeobHXoAMMO YCTaHOBUTb OnepaTMBHoe 0bHoBeHNe H6e3onacHocTn 1.7.1. Ckavatb ISO-
06pa3 06HOBNEHMA ANCKA M O3HAKOMUTBLCA C MHCTPYKLMAMM MO YCTaHOBKE MOXHO Ha
caiTe astralinux B cTaTbe «AKTyaslbHOE KYMYIATUBHOE orepaTtvBHOe obHoBaeHNe Astra

MNpwn wncnonb3oBaHMM 6onee HOBbIX BepcUi

Linux Special Edition PYCB.10015-01 (oyepeaHoe obHoBaeHUEe 1.7)».

JonosHUTeNbHO MOXHO UCNOo/Ib30BaTb peno3utopumn Astra Linux Special Edition 1.7.
MNoapobHee NopaAOK NOAKAOUEHUSA PEMO3UTOPUEB CM. B CTaTbe «/IHTepHeT-
peno3ntopum Astra Linux Special Edition x.7».

Anbt Cepsep 10.0-10.1

Docker Engine 24 v Bblwwe

Docker Compose 2.16.0 (ycTaHaBAMBaeTca aBTOMaTUYeCKM)
CYB/[ PostgreSQL 11/12/13/14/15/16

RabbitMQ 3.13.0 v BbiLwe (ycTaHaBAMBaETCs aBTOMaTUYECKN)

Python 3.7 v Bbiwe
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https://wiki.astralinux.ru/x/RwE9Cg
https://wiki.astralinux.ru/x/RwE9Cg
https://wiki.astralinux.ru/x/4gZ0CQ
https://wiki.astralinux.ru/x/4gZ0CQ
https://www.postgresql.org/download/

TpeboBaHusa K cepBepam

Microsoft Windows

KomMmnoHeHT
ocC

KomMnoHeHThI Aanda
YCTaHOBKWU U HaCTpOI7IKI/I

TpeboBaHue
Microsoft Windows Server 2012 R2/2016/2019, kpome Windows Server Core

Microsoft Internet Information Services 7.5 v BbiLue

PacnpoctpaHaembii komnoHeHT Microsoft Visual C++ aasa Visual Studio 2019
(vc redist.x64.exe)

ASP.NET Core/.NET Core: Runtime & Hosting Bundle 3.1.15
CYB/ PostgreSQL 11/12/13/14/15/16
RabbitMQ 3.13.0 u BbiLe

Ecan ncnonb3yetcs onepaumnoHHas cuctema Microsoft Windows Server 2012 R2, To ans
KOPPEeKTHOM paboTbl CEPBUCOB:

®  BKJOUMTE W HacTpouTe posb cepeepa Pexxum Windows Server Essentials;
e CKauvalTe u ycTaHOBWTE nakeT MyabTumegma ans Windows Server Essentials;

e CKauvalTe M yCTaHOBWTE pacnpocTpaHaeMbli KoMnoHeHT Microsoft Visual C++ ans
Visual Studio 2019 (vc redist.x64.exe)

Ecnv Bce TpeboBaHma cobAtOAEHbI, HO CEPBUCHI PabOTatOT HEKOPPEKTHO:

e noakatoumTe 6nbanoteky Intel Math Kernel Library;

® eC/iN CepBMCbl YCTaHOBJ/EHbl Ha BUPTYyaJibHOM MalUWHE, OTK/IOUUTE  PEXUM
COBMECTUMOCTM MnpoLeccopoB. MogpobHee cM. B gokymeHTauun Microsoft ctatbro
Processor Compatibility Mode in Hyper-V

Ario Visual Image Annotator (AVIA)

NHcTpymeHT Bu3yanbHOW pa3metku Ario Visual Image Annotator momoraer camocTtoaTenbHo, 6e3
npvBieYeHna pa3paboTunKoB, MOATOTOBUTL AOKYMEHTbI 419 0ByUYeHMsa MoZenern N3BaeYeHNs PeKBU3NTOB
noz NoTpebHOCTM OpraHm3aLnu.

KomnbroTep, Ha KOTOpPOM YycTaHaBauBaeTca rnpuaoxeHue AVIA, fo/keH cCOOTBETCTBOBaATb C/ieyoLnM
MWHUMaNbHbIM TPebOBaHMAM:

KomnoHeHT
Mpoueccop
Mamsatb (O3Y)
OoC

Mpouee

TpeboBaHue

2 aapa c yactoton 1,6 My,
512 MB

Microsoft Windows 8/8.1/10 Pro/Enterprise 32- unu 64-pa3psgHas Bepcus

Microsoft Windows Server 2008 (32- nan 64-pazpsgHasn)/2008 R2/2012/2012R2/2016 ¢
obHoBeHnem KB3213522

Microsoft Windows Server 2019

Microsoft Windows 7 Professional/Enterprise/Ultimate 32- nau 64-pa3psgHas Bepcus
(orpaHunyeHHasa noaaepka)

CeTeBOI JOCTYN K KOMMbIOTEPY C YCTAHOBEHHbIMU cepBucaMm Ario
.NET Core: Runtime 2.2.6 v Bbllwe (64-pa3pagHasa Bepcua)
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https://visualstudio.microsoft.com/ru/downloads/
https://visualstudio.microsoft.com/ru/downloads/
https://dotnet.microsoft.com/download/dotnet/3.1
https://www.postgresql.org/download/
https://visualstudio.microsoft.com/ru/downloads/
https://visualstudio.microsoft.com/ru/downloads/
https://docs.microsoft.com/ru-ru/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn859550(v=ws.11)
https://support.microsoft.com/ru-ru/help/3213522/cumulative-update-for-windows-10-version-1607-and-windows-server-2016-december-20,-2016
https://dotnet.microsoft.com/download/dotnet-core/2.2

PeweHne «MoHUTOpUHr cnctemol Directum RX»

PelleHVe WCMONb3yeTCs AN KOHTPOAS COCTOSAHWUA U GbicTpogenctema cuctembl Directum RX, metpuk
paboTbl NPOrpaMMHOro 1 annapaTHoro obecrneyeHus.

KomnoHeHT TpeboBaHue

0oC AnbT Cepsep 10
ALT Linux 10
Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS
PEJ OC 7.3/8.0
Astra Linux Special Edition 1.8.1/1.7.5 («<BopoHex», «<Open», «<CMoNeHCK»)
Debian 11, 12

KomnoHeHTbl ans yctaHoBkn Docker Engine 19.03 v Bbiwe (The Apache License 2.0)
M HaCTPOWKM

Mpoueccop 6 1 bonee azep c yactoton 2 My

Mamsarb (O3Y) 8 b n BbIWe

Tun >ecTKkoro ancka SSD

MecTo Ha >ecTKoM Auncke PaccuutbiBaetcs uHaMBKUAYyanbHo. B cpegHem npu 100 o4HOBPeMEHHO paboTaroLLmx

MOJIb30BaTENAX A1l XPAHEHWS JaHHbIX 38 OAUH Mecsay, Tpebyetcs 30 b

NMounckoBasa cuctema Elasticsearch

Elasticsearch MoxeT ncnonb30BaTbCs ANA:

® [10OMCKa MO HEKOTOPLIM KPpUTEPUAM AOKYMEHTOB, 3ajau, 3aAaHI/II7I 7 yBeAOMﬂeHMVI;

® [10JIHOTEKCTOBOrO rnovcka 3agad, 3aAaHVII‘/II N JOKYMEHTOB NO q)paI'MeHTy TeKCTa,

J HEYETKOrO roucka 3anucel CNpPaBOYHUKOB, 3HAYEHUAMM KOTOPBIX 3amnoJHATCA
KapTOUYKM JOKYMEHTOB npwu 3aHeceHumn B cuctemy Directum RX Intelligence.

Elasticsearch MOXHO yCTaHOBWUTb CaMOCTOATENbHO MW MCMO/b30BaTh FOTOBYH BUPTYaslbHYH MaLUMHY C
NMOWNCKOBOW cucTeMON. B 0bounx cnyyasnx K cepBepy NpeAbaBAAOTCA OAMHaKOBble TpeboBaHMA.

Moasep>xnBaemble Bepcuu Elasticsearch: 7.17.23 (pekomeHpyemas), 7.17.13,7.16.3, 740 n 7.4.2.

KomnoHeHT TpeboBaHue

Mpoueccop 8 n bonee agep c yacrtoton 2 My,

MamaTe (O3Y) 16 Tb

Tun XecTkoro gncka SSD

CeteBOW aganTep 1 Féut/Cc — Ans NepBOHaYaNbHOIO UHAEKCUPOBAHWS;

100 M6ut/C — Ans perynspHoro MHAEKCMPOBaHMA

B 3aBucMMOCTM OT obbeMa WHAEKCUPYeMbIX [AaHHbIX WM XapakTepa paboTbl Monb3oBaTeNer MOXeT
notpebosatbca BbigennTb 6onee 32 I'b O3Y ana Elasticsearch. B aTom ciiyuae pekomeHayeTca pasBepHyTb
pfonosHuTenbHbIN cepsep ¢ Elasticsearch. OH gomkeH yaoBneTBopATb TpebOBaHMAM, yKa3aHHbIM BblLLE.

O61beM ANCKOBOro MPOCTPAHCTBA ONPEAENseTCs U3 pacyeTa, YTo pa3mep MHAEKCOB B cpesHeM oT 3 go 10
pa3 MeHblle CYMMapHOro pa3mepa AaHHbIX.
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https://docs.docker.com/engine/
https://github.com/moby/moby/blob/master/LICENSE
https://club.directum.ru/webhelp/directumrx/web/index.html?admin_poisk_po_kriteriiam_elasticsearch_linux.htm
https://club.directum.ru/webhelp/directumrx/web/index.html?inst_nastroyka_polnotekstovogo_poiska_dokumentov.htm
https://club.directum.ru/webhelp/directumrx/web/index.html?sp_rxintelligence_settings.htm

TpeboBaHusa K cepBepam

BHewwHAsA ayTeHTUPMKaums

Cucrema Directum RX noppep>xuBaeT BHeELWHOK ayTeHTUduKaunmto. Ecam oHa HacTpoeHa, TO y4yeTHble
AaHHble nosb3oBaTens He xpaHAtca B Directum RX, ayTeHTMduKaumMsa BbINOAHAETCA CTOPOHHUMMU
cpeactBamu, Hanpumep Internet Information Services (IIS), Kerberos, Active Directory Federation Services
(ADFS).

[na noaaep>kaHna NpyHLUMNa e4MHOro BXOAa B BEH-KANEHTE NOAAEPXXMBAETCA CKBO3HasA ayTeHTUGMKaLms
no NPOTOKONAM:

Windows | NTLM, Kerberos. [lnst paboTbi ¢ HUMU MCMoAb3yeTca cnyx6a katanoros Active Directory (AD);

Linux | kerberos. s pa6oTbl ¢ HUM cnonb3ytoTca Active Directory (AD), Sambad nau apyrue cayx6ei

KaTa/sioroB, KOTOpblEe 3aBUCAT OT AnCTpmnbyTmBa Linux;
Windows Linux

e OpenlD Connect 1.0 — paboTaeT ¢ npoBaigepamu, KOTOpble peannsyroT creundrkaLnio NpPoToKoa.
Hanpumep, ADFS 2016 v Bbiwe, Keycloak, PingOne, Blitz Identity Provider;

e OAuth 2.0 n WS-Federation — paboTatoT ¢ BHelwHMM npoBargepom ADFS;

e SAML 2.0 — pabortaet c ADFS n agpyrumun npoBangepamu ayTeHTMdUKaLUKN, ECIN OHN YAOBAETBOPAIOT
YCNOBUAM: KOPPEKTHO peanmnsytoT cneumbmkaymio Security Assertion Markup Language (SAML) V2.0,
npuHUMaroT coobueHna B popmate HTTP Redirect Binding n otnpasastoT coobuieHmsa B popmate
HTTP POST Binding, noaaep>xvBaroT nognucaHune yteepxxaeHuin (SAML-Assertions) B SAML-oTBeTe.

PaboTa no 3awuieHHbIM KaHalaM CBA3U

Ytob6bl NpepoctaBuUTh Aoctyn K cucteme Directum RX uyepe3 MHTepHeT, HEOBXOAMMO MCMONb30BaTh
3almeHHbln npotokon HTTPS. B atom cnyyae paHHble nepepatotcs B 3awlMpoOBaHHOM BuAe MO
TexHonorum SSL. HTTPS-coeamHeHve ycTaHaBAMBaEeTCA MpU YCMNeLwHOW NpoBepke BanuaHoctn SSL-
ceptndukata. [na 3toro Heobxoammo npuobpectn SSL-cepTudmkat M NOMeCTUTb ero B JANYHOE
XpaHuaunLLe cepTndukaToB JIOKabHOTO KOMMbIOTEPA, rae byayT pa3BepHyTbl cepBuchkl Directum RX.

Ansa pabotbl no npotokony HTTPS npu ncnonb3oBaHum SSL-cepTudmkata ¢ anroputMom LWndpoBaHms
FOCT noasep>xunBaroTcs cregyrowime 6paysepbi:

o fAHpekc bpaysep;

e fHpekc bpaysep ana opraHmsaumn (ckavatb gna Windows x86, Windows x64, Linux DEB, Linux RPM);

e Chromium-Gost.

Ecan Bam Heobxogmmo cobatogatb TpeboBaHMA No MMNopTo3aMelleHmto, To AHaekc bpaysep BxoauTt B
EavHbIN peectp poccurickoro 10, ncnonb3yinTe ero.
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https://openid.net/specs/openid-connect-core-1_0.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html#:~:text=The%20Security%20Assertion%20Markup%20Language,0.
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1094.37178_x32.msi
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1094.37179_x64.msi
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.deb
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.rpm
https://reestr.digital.gov.ru/reestr/

O6beKkTHble XpaHuanwa S3

Cucrema Directum RX nopaepxumBaeT NogkAtOUEHME K 06 bEKTHBIM XpaHUANULLAM NPOBanAepoB:

e (Cloud.ru

e VK Cloud

[ns nepeHoca coaep>KMMOro JOKYMEHTOB 13 GpainioBOro xpaHuavLa B 06beKTHOE NCNO/Ib3yeTcs yTUanTa

S3Tool. KomnbtoTep, Ha KOTOPOM OHa 3arnycKaeTcs, JONXKEH COOTBETCTBOBATL CEAYOLLNM MUHUMaNbHbBIM
TpeboBaHMAM:

KomMnoHeHT TpeboBaHue
Mpoueccop 4 appa ¢ yactoTomn 2 My
Mamsarb (O3Y) 2 I'b v Bbllwe

Pekomenayetca 4 b

MecTo Ha »xecTkoM gucke  [1na ycTaHOBKM yTUAUTbI He MeHee 500 Mb
JononHutenbHo npun pabote ¢ ytnuanton He meHee 500 Mb

oC e  Microsoft Windows 8/8.1/10/11 Pro/Enterprise 32- naun 64-paspsgHas Bepcus
e  Microsoft Windows Server 2012/2012R2 (64-pa3psgHas Bepcus)/2016/2019/2022

e Microsoft Windows 7 Professional/Enterprise/Ultimate SP1 32- nnu 64-pa3psgHas
BepcuA (orpaHnyveHHas noaaepKa)

o ALT Linux 10

e Ubuntu 18.04 LTS/20.04 LTS/22.04 LTS/24.04 LTS

e PENOC73/80

e Astra Linux Special Edition 1.8/1.7 («<BopoHex», «Open», «CMoneHcK»)

JonosHuTenbHble Microsoft .NET Runtime 6.0
KOMMOHEHTbI

CKkopoCTb nepeHoca JaHHbIX M3 (GalNoBOro XpaHuUAUWA B OOBEKTHOE 3aBMCUT OT MPOMYCKHOM
CNOCOBHOCTU CETU N CKOPOCTM 06PabOTKM CO CTOPOHbI O6BEKTHOIO XpPaHWUAULLA.

Cucrema XxpaHeHuA AaHHbIX

Cucrema xpaHeHus aaHHblx (CX[) — kOMnaekc annapaTtHbIX YU NPOrpaMMHbIX CPEACTB AN XPaHEHUs U
ynpaBaeHUs AaHHbIMU, @ TakXKe X pe3epBHOro konuposaHusa. CX/J, MoXeT BbITb NOAKIOUEHA, HANPUMEp,
ANA XPaHEeHUs MPOAYKTUBHBIX 6a3 AaHHbIX, COAEPXUMOro AOKYMEHTOB M WHAEKCOB MOJHOTEKCTOBOrO
nowucka. B pasgene 3apukcrpoBaHbl TpeboBaHMA kK MaccuBy Anckos ana CX/.

XapakrepucTunka TpeboBaHue

JaHHble ¢ BbICOKOI CKOPOCTbIO AOCTYMNa (CUCTEeMHble pa3ge/ibl BAPTya/bHbIX MalUWH, NPoAYyKTUBHbIe B/l)
CymMapHoe uncio onepaunin BBoga/BbiBoga B cekyHay (IOPS) 14 000 v BblWwe

CpesHee uncio onepaunii NPOM3BOIBHOIO UTeHUs B cekyHAy (RR) 50

CpegHee uncno onepaumii NPOM3BOALHOM 3anmcK B cekyHay (RW) 50

RAID-maccune RAID-5 vaun RAID-10 (4 ancka)

Tun »XecTkoro ancka SSD

MHaeKkcbl NO/IHOTEKCTOBOTO Noucka

CymMapHoe uncio onepauuin BBoga/BbiBoga B cekyHay (IOPS) 14 000 v BbIWwe
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CpegHee uncno onepaumin IMHENHOro UTeHns B cekyHay (SR)

CpezHee uncio onepaunii IMHENHOM 3anucy B cekyHay (SW)

RAID-maccunB

Twn »ecTkoro gncka

MHpekcbl cucteMbl MOHUTOPUHIA
CymMMapHoe 4ncio onepaumii BBoAa/BbiBoga B cekyHAy (IOPS)
CpepgHee uncno onepauymnin AIMHENHOro UteHns B cekyHay (SR)

CpezHee uncio onepaunii IMHENHOM 3anucy B cekyHay (SW)

Tun >ecTKkoro ancka

TpeboBaHusa K cepBepam

65

35

RAID-5 naun RAID-10 (4 ancka)
SSD

14 000 v BbIWe
65

35

SSD

[aHHble co cpeaHel ckopocTbio goctyna (¢aiinoBble XpaHUAMLLA 4OKYMEHTOB U Ap.)

CyMmapHoOe uncno onepauunin BBoga/BbiBoga B cekyHay (IOPS)
CpesHee uncio onepaunii IMHENHOro YTeHus B cekyHay (SR)

CpesHee unci0 onepaunii IMHENHOW 3anucK B cekyHay (SW)

RAID-maccuB

JaHHble ¢ HN3KOW CKOPOCTbIO AOCTyna (pe3epBHble KONUK U Ap.)
CymMMapHoe uncio onepaumii BBoAa/BbiBoda B cekyHAy (IOPS)
CpesHee uncio onepaunii IMHENHOro UTeHns B cekyHay (SR)

CpesHee uncio onepaunii IMHENHOM 3anucn B cekyHay (SW)

RAID-maccuB

600 v BbIWwe

20

80

RAID-5 vaun RAID-10 (4 ancka)

100 v BbIwe

20

80

RAID-5 naun RAID-10 (4 ancka)

Ecan B CX/], pa3meluaetcs GannoBoe XxpaHUANLLE, OHO AOKHO BbITb JOCTYMHO CEPBUCY XPaHUAVLL, OAHUM

M3 Ccrnocobos.:

e  KaK NoKanbHbIM GannoBbIN pecypc (10rmyecknin Anck);

e Kak ceTeBoW dannoBbIv pecypc no npotokonam SMB/CIFS (Windows) nan NFS (Linux).
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Tpe6OBaHI/IFI K KINEHTCKUM KOMIMbHOTEPAM

Ana paboTbl C CMCTEMOM MOXHO WCMOJ/b30BaTb OMepauyoHHble cucTembl Ha 6Ha3e Linux, macOS,
Microsoft Windows.

Beb-kaueHT

KomnoHeHT  Linux Microsoft OS X/macOS

OC ALT Linux 10 Microsoft Windows 8/8.1/10/11 macOS Sonoma
Ubuntu 18.04 LTS/20.04 LTS/ Pro/Enterprise 32- unv 64-paspsgHas  macOS Ventura
22.04 LTS/24.04 LTS BEpCUA macOS Monterey
PE/, OC 7.3/8.0 Microsoft Windows Server

2012/2012R2(64-pa3pagHas
BepcmA)/2016/2019/2022

Microsoft Windows

7 Professional/Enterprise/Ultimate
32- nnn 64-paspsagHas Bepcua
(orpaHnyeHHas NoaaepP>KKa)

Astra Linux Special Edition 1.8/1.7
(«BopoHex», «Open», «CMONEHCK»)

bpaysep Google Chrome Google Chrome Safari
Mozilla Firefox Mozilla Firefox Mozilla Firefox
AHgexc bpaysep AHgekc bpaysep Google Chrome
Anpexc bpay3sep Ans opraHusauuia Alnpexc bpay3sep ans opraHmsauni
(ckauaTtb DEB nan RPM) (ckauaTb x86 nnm x64)
Chromium-Gost Chromium-Gost

Microsoft Edge Ha 6a3e Chromium

PaspeweHne  PexkomeHayemoe — 1280x960 u Bbiwe. Ecan paspelueHme H1XKe yKasaHHOro, 3/1eMeHTbl CUCTEMbI
3KpaHa MOTYT He MOMeCTUTbCA Ha 3KpaH

BAXHO. [lna koppeKTHON paboTbl B BEO-KIMEHTE PEKOMEHAYeTCs CNOoIb30BaTbh NOCAeAHNE aKTyabHble
Bepcun Bpay3epos.

Beb6-areHT

Ana npocton n yaobHou paboTbl C AOKyMeHTaMu B Beb-kAMeHTe Ha KOMMbIOTepbl MOJb3oBaTenen
ycTaHaBivBaeTcs Beb-areHT. OH MO3BOAAET OTKPbIBaTb JOKYMEHTbI CPa3y BO BHELUHEM MPUIOXEHUN: He
HY>XHO OTAEeNbHO CKauyMBaTb AOKYMEHT, @ MOTOM 0bpaTHO 3arpyxatb ero B cuctemy. Beb-areHT Takxe
NCNoNb3yeTca ANA NOANNCAHNUA AOKYMEHTOB YCUIEHHOW 31€KTPOHHOW NOANNCHIO, OTMPaBKN AOKYMEHTOB
BJIOXKEHMEM B MUCbMO U Ap.

TpeboBaHua Kk Beb-areHTy aHanornyHbl TpeboBaHmnaM K Beb-knneHTy. Mpn aToMm:

e 4TObbl Beb-areHT 3anyckanca Ha macOS, B cnmctemHbix HacTpovkax macOS B pasgene «3awurta u
6e30onacHOCTb» yCTaHOBUTE NepekatovaTeNb PaspelnTb ncnosib3oBaHue NporpamMm, 3arpy><eHHbIX
13 App Store u oT ycTaHOB/IEHHbIX pa3paboTUMKoB;

e Ana KoppekTHOW paboTbl Beb-areHTa B Hpaysepe Microsoft Edge Ha komnbloTepax nonb3oBaTenen
3anyctute Windows PowerShell n BbinoaHWTe KOMaHAHYO CTPOKY:

CheckNetlsolation LoopbackExempt -a -n="Microsoft.MicrosoftEdge_8wekyb3d8bbwe"

© KomnaHusa Directum, 2024 23


https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.deb
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.rpm
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1094.37178_x32.msi
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1094.37179_x64.msi

Tpe6OBaHI/IF| K KTNEHTCKMM KOMMbHOTEPAM

e ecm obpaleHne Kk Beb-cepBepy WAeT 4epe3 MPOKCM-CepBep, TO A1A KOPPeKTHOW paboThbl
HEeObXOANMMO B WCKIKOUEHMA NPOKCU-cepBepa Ao06aBuTb Beb-areHt. B OC Microsoft Windows
NOAAEP>KMBALOTCA Palinbl aBTOKOHGUIrypauumn npokcn-cepeepa (PAC-dparinbl).

[MpocMOTp N peaakTupoBaHMe AOKYMEHTOB

B 3aBMCMMOCTM OT ONepaLMOHHON CUCTEMbI PEKOMEHAYETCS MCMONb30BaTh CIeAYHOLLME NPUIOXKEHNA A/
paboTbl C JOKyMeHTaMK yepes Beb-areHT:

o Windows  njicrosoft Office 2010/2013/2016/2019 (ToN1bko A€CKTOMHbIE npwnoxenws), LibreOffice 6 n
Bbiwe, MonOduc, P7-Oduc;

. Linux ' |ipreOffice, P7-O¢uc;
o macOS | Microsoft Office 2016/2019 (Tonbko gecktonHble npunoxenus), LibreOffice, P7-Odwuc.

NMPUMEYAHWE. Ecan y Bac npuobpeteHa nognucka Ha Microsoft 365 (Microsoft Office 365), 1o B
Directum RX Takxe noaaepxuBaetca pabota c¢ MO um3 naketa Microsoft Office. Microsoft 365
(Microsoft Office 365) — aTo cny>xba, pacnpoctpaHseMas no noanucke, baarogaps KOTOPOW NoAb3oBaTesb
nofyyaeT nocnesHne o6HoBAEHUS OPUCHBIX NpuaoxeHuin Microsoft, Hanpumep Word, Excel, PowerPoint
N gononHuTenbHble ycayru. Mockonbky B Directum RX noaaepsxusarotcs camm opucHble nporpamMmbl, TO
paboTa B cucteme ¢ gaHHbIM MO, nonyyeHHbIM No nognucke Microsoft 365, Takxxe Bo3moxxHa. lNMogpobHee
CM. B JOKyMeHTauum Microsoft cratbro «B vem pasnuua mexay Microsoft 365 n Office 20217».

MopnucaHue JOKYMEHTOB

Beb-areHT ncnosb3yeTcs TONbKO A/ NOANUCAHNA AOKYMEHTOB YCUAEHHOW 3N1EKTPOHHOM NOAMMUCBIO, KOTAa
3aKpbITbIA KNHOY cepTUdMKaTa HaXOAUTCA JIOKaJIbHO Ha KOMMbOTEPE MO/b30BaTENS WAN YCTaHOB/EH Ha
TokeHe. [lna noagnmcaHma NpoCcTon nan o61ayHoOn NOANUCHIO BeH-areHT He NCNoJIb3yeTcA.

MNMoanuncaHne ¢ NomoLLbto Beb-areHTa octynHo no aaroputMam RSA n FTOCT. MNoaaep>XnBaroTCs TOKEHbI
JaCarta-2 v PyTokeH.

Ecan pna nopgnucaHmsa nMcnonb3yroTcs TOKeHbl PyTOKeH ¢ Hew3BieKaeMbliM KIHOUOM, TO agMUHUCTPaTop
CUCTEMbI MONlyYaeT C TOKEHa OTKPbITbIA KU 4yepe3 LeHTp ceptubukaumnmn PytokeH. Ans paboTbl €
LEHTPOM cepTudUKaLMM Ha KOMMbIOTEP agMUHUCTPaTopa HeobxoaMMo ycTaHoBUTL PyTokeH MnarvH v
pacwmpeHune ans bpaysepa Agantep PytokeH MnaruH.

Ecan ana noanvcanua mcnonbsyrotca ceptudukatol TOCT, Ha kaxpaoe paboyee MeCTo COTPYAHMKOB,
KoTopble ByAyT MOANUCLIBaTb JOKYMEHTbI, HEOHXOAMMO YCTaHOBUTD!

e cpeacTtBa KpunTo3awuntbl nHpopmauunm (CK3W). Moaaep>xmeatorca:

Windows '\ Linux ' ypunroflpo €SP 4.0/50, B Tom umcne Kpunrollpo Cloud CSP. Mpw
ncnonb3osaHun PytokeH JLIM 3.0 nogaepxwusaetca pabota ¢ Kpuntollpo CSP 5.0 R2 v Bbiwe. Ecan
JAOKYMEHTbI nojnucbiBatoTca ¢ nomolbto PytokeH 3L 3.0 ceptupmkatamu FOCT, To ycTaHaBAnBaThb
CK3W Ha pabouee mecTo HeobA3aTeNbHO;

Windows | vipNet CSP 4.2;

e cepTuduKaThbl U3 LEMOYKMN AOBEPUA: KOPHEBOW CepTUdMKAT YAOCTOBEPSAIOLLErO LieHTpa cepTudurkaumm,
npomMexyTo4Hble cepTndukaTbl. C X MOMOLLbIO MOATBEPXKAAETCA NOAJMHHOCTL KAt0Yen WndpoBaHms,
KOTOpble MCMOb3YHTCA AA NOANUCAHNA JOKYMEHTOB.
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Ecam  nnaHunpyetca nognucbiBaTb JOKYMEHTbl M3 cepBMca OOMeHa 31eKTPOHHBIMU  HOPUAMNYECKN
3HaUMMbIMKN JOKYMeHTaMu, TO cM. TpeboBaHus B pasgene «OOMeH 3/1eKTPOHHbIMY AOKYMEHTaMM C
KOHTpareHTamm».

TepmuHanbHas cny>xba Beb-areHTa

TepmuHanbHas cnyxba Beb-areHTa Directum RX nmo3BonsieT HeCKONbKUM COTpyAHWKaM paboTaTb C Beb-
KJVEHTOM: MOOYepPesHO Ha OAHOM KOMMbIOTEPE, Hanpumep B pa3Hble CMeHbl, AN OAHOBPEMEHHO Ha
TepMUHabHOM cepBepe.

KomnoHeHT  Microsoft Windows Linux

ocC Microsoft Windows 8/8.1/10 Pro/Enterprise 32- AnbT CepBep 10
nnn 64-paspsgHas Bepcus ALT Linux 10
Microsoft Windows Server 2012/2012R2(64- Ubuntu 18.04 LTS/20.04 LTS/22.04 LTS/24.04 LTS
paspagHaAn BepCVIFI)/2016/2019/2022 PE,ﬂ' ocC 73/80
Microsoft Windows Astra Linux Special Edition 1.8/1.7 («<BopoHex»,
7 Professional/Enterprise/Ultimate «Open», «<CMoNeHCK»)

32- nan 64-paspsagHas sepcus
(orpaHnyeHHas nNoaaepP>KKa)

NMouToBbIE K/INEeHTbI

Directum RX noagep>xvBaetr paboty ¢ nouyton. M3 cucteMbl MOXHO aBTOMAaTU4YeCKn OTMNpPaBAATb
YyBEAOMEHMA HA NMOUTY COTPYAHMKAM, HanpumMep O HOBbIX 3ajaHusAX. [fpocMaTpmBaTbh NMMCbMa MOXHO B
NtOBOM MOUTOBOM KJIMEHTE.

Ecan AOKYMEHTblI HY>XHO COrnacoBbiBaTb C KOHTPareHTamuy no BJ'IeKTpOHHOl‘;I noyTte, TO B CUCtemMe ecCtb
BO3MOXHOCTb OTNPaB/iIATb X BNOXXEHMEM B MUCbMO. TaKyro OTnpaBKy NOAAEPXMBAKOT MOYTOBbIE KIMEHTbI!

o Windows | \ricrosoft Outlook, Microsoft Outlook 365, Mozilla Thunderbird, MoinOdwc Mouta;
. Linux ' Mozilla Thunderbird, Evolution, KMail, MoiOduc Mouta;

o  MacOS | Apple Mail, Microsoft Outlook.

Beb-cnpaBka

Ans paboTbl CO CNpaBKoOW NoAAEPKMBAOTCA Te e bpay3epbl, UTO U Npu paboTe ¢ BeEH-KIVEHTOM.

Ecav Ha pabouem mecTe HeT KOJIOHOK MW HayLLIHWKOB, A8 BUAEOPOANKOB No paboTe B Be6-kANeEHTe ecTb
BO3MOXHOCTb BKJILOUMTb CyOHTUTPLI MO KHOMKe B NJeepe BWAEOPOAMKOB. [na npocmoTpa
BWAEOPO/IMKOB NO paboTe B cpese pa3paboTkm HEOOXOAMMbI HayLUHUKM UAN KOJOHKMW.

Ecan B cnpaBke He BOCMPOU3BOAATCA BUAEOPOINKN:

o Windows | nyogepute, uto B HacTpoiikax Internet Information Services (IIS) 3apervcTpupoBaHo
pacwupeHne *mp4. MogpobHee cm. B ctatbe Ha Directum Club «He BocnpovsBoanTca Buaeo B
cnpaske Directum RX»;

o  LINUX ' gepostHee BCero Ha KOMMbIOTEPE HEOBXOAMMO OBHOBMUTL BUAEOKOAEKM MEO HACTPONTL
6pay3ep ana pabotsl HTML5 nneepa.
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MpunoxxeHne Document Uploader

KomMmnoHeHT
Mpoueccop
MamaTe (O3Y)

MecTo Ha XeCTKOM Aancke

OocC

JononHutencHble
KOMMOHEHThI

Pa3speleHne skpaHa

© KomnaHusa Directum, 2024

TpeboBaHue

4 appa c yactotom 2 Ty,

2 b v BbILE

Pekomenayetca 4 b

Ana yctaHoBku npunoxeHunsa He meHee 500 Mb

JononHutensHo npu paboTe ¢ npuioxeHnem He meHee 500 Mb

L

Microsoft Windows 8/8.1/10/11 Pro/Enterprise 32- unu 64-pa3psgHas Bepcus
Microsoft Windows Server 2012/2012R2 (64-pa3psaHas Bepcus)/2016/2019/2022

Microsoft Windows 7 Professional/Enterprise/Ultimate SP1 32- nan 64-paspsgHas
Bepcusa (orpaHmMyeHHan Nnoasep>ka)

ALT Linux 10

Ubuntu 18.04 LTS/20.04 LTS/22.04 LTS/24.04 LTS

PEA OC 7.3/8.0

Astra Linux Special Edition 1.7 («<BopoHex», «Open», «CMOneHcK»)

Microsoft .NET Runtime 6.0

PexomeHnayemoe — 1280x960 n Bbiwwe
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TpeboBaHUa K MOBUIbHBIM YCTPOUCTBaAM

B pa3gene 3adpukcnpoBaHbl TpeboBaHMA K MOBUABHBIM yCTpOMCTBaM Ans npuaoxeHuin Directum Solo u
Directum Jazz.

Directum Solo

Android

KomnoHeHT TpeboBaHue
oC Android 8-15
Mpoueccop 11Ty

OnepatvBHas namate 116

BctpoeHHas/BHewHAs 8 Tb
namATb Mpwn pabote ¢ npuaoxeHnem He meHee 500 MB cBO60OAHOrO NpoOCTpaHCTBa

Pa3speweHue skpaHa  HVGA u Bbilwe

MNoanuncaHne Ecam ana nognucaHma wcnonb3ytotca ceptudumkatel FTOCT, Ha kaxjoe MobuibHoe
LOKYMEHTOB YCTPOWCTBO, Ha KOTOPOM OyayT MOANUCbIBaTbCA AOKYMEHTb, HEOBXOAMMO YCTaHOBUTb
kpuntonpoangep Kpuntolpo CSP ans Android n3 LleHTpa 3arpy3ku Ha cante KpunTollpo.

Kpome Toro, Ans KaXkAoro ycTponcTBa HY>KHO MPUOBPECT NNLLEH3UIO Ha MCMOJb30BaHWe
Kpuntollpo CSP 4.0 nam 5.0.

Ecan ans noanmcaHns MCNoNb3yroTCA TOKEHbI PYTOKeH, Ha Kaxzoe MobuabHoe yCTPOICTBO,
Ha KOTOPOM OyayT MOAMUCHIBAaTbCA AOKYMEHTbl, HEOBXOAMMO YCTaHOBWUTb MPUIOXKEHME
«[aHenb ynpasneHnsa PyTokeH».

[na nognucaHusa C UCNOAb30OBaHWEM TOKEHOB PyTokeH ¢ HeusB/ieKaeMbiM K/IHOYOM
Tpebyetcs kntou dopmata PKCS#11. MNMogpobHee cMm. B okyMeHTaunn PyTokeH ctaTtbto «O
BUAaX KJAHOYEBbIX HoCUTEeNEen U dopmaTax KIHOYen aﬂeKTpOHHOI‘/JI noanuvcun nNpocTbiMu
cnosammn». Ecam ans NOAMMCaHWA WCMOAb3yeTCAd TakoW TOKeH, K pabouemy mecty
aAMUHUCTPATOPa CUCTEMbI NPEABABAAKTCA AOMNONHUTE/IbHbIE TPEOOBAHMA
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i0S

TpeboBaHMs K MOBUNBHBIM YCTPONCTBAM

MpunoxxeHne paboTaeT TONbKO Ha YCTPOMUCTBaX C 64-OUTHOW apXUTEKTYPOMW.

KommnoHeHT
ocC

nOAI'Il/IcaHI/Ie AOKYMEHTOB

© KomnaHusa Directum, 2024

TpeboBaHue
i0S 13-18

CpeactBo kpuntosawmtel uHbopmaumm Kpuntollpo CSP, wcnonbsyemoe npwm
NOAMNNCaHNKN, BCTPOEHO B MOBOWIBHOE MPUAOXKEHME N He TpebyeT AOMNOJHUTENbHOM
YCTaHOBKMW.

Ecam ans nognucanma ucnonbsytotca ceptudukatel FTOCT, Ana kaXkaoro MobuasHoOro
YyCTPOWCTBa, Ha KOTOPOM OyayT MnoANUCbIBaTLCA AOKYMEHTbI, HeobXoAMMO
nprobpecty AL eH3no Ha ncnoab3osaHue Kpuntollpo CSP 4.0.

[na noanvcaHna ¢ MCNob30BaHWEM TOKEHOB PYTOKEH Hy>KHbl:

e Bepcua iOS 16.3 v BbiLwe;

e oy popmata PKCS#11 ans ToKkeHOB C Hen3BeKkaembIM katoyoM. MNogpobHee
CM. B JIOKYMeHTaLmm PyTokeH cTatbto «O Buaax KNHOYEBbLIX HOCKTelen 1 dopmaTax
KNHOYe 3NEeKTPOHHOW MOAMUCK MPOCTbiMU_CaoBamu». Ecam ana noanvcaHus
MCNosib3yeTcA TakoW TOKEeH, K paboueMy MecTy aAMUHUCTpaTopa CUCTEMB
NpPeAbABAAOTCA AOMNONHVTE/bHbIe TpeboBaHMs
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Directum Jazz

Android

MpunoxeHne He paboTaeT B MHOTOOKOHHOM pexuMe.

KomnoHeHT

ocC

Mpoueccop
OnepatvBHasa NnamaTb

BcTpoeHHas/BHeLwHsAs
namsaTb

Pa3speweHue skpaHa

I'Iop,nmcaHme AOKYMEHTOB

i0S

TpeboBaHue
Android 8-15
11Ty,

1Tb

8Tb
Mpu paboTe ¢ npuaoxxeHnem He meHee 500 Mb cBo60AHOrO NPOCTPaHCTBa

HVGA 1 Bbile

Ecam ana noanucanus umcnonesyrotca ceptuoukatel TOCT, Ha kaxgoe MobuabHoe
YCTPOWCTBO, Ha KOTOPOM 6yAyT noAnmncbiBatbCa AOKYMEHTbI, HEOBXOAMMO YCTaHOBUTb
kpunTtonposangep Kpuntollpo CSP ans Android w3 LleHTpa 3arpysku Ha cawTe
Kpuntollpo.

Kpome TOro, Ana KaxXAOro YCTPOMCTBA HYXHO MpuobpectV JMLEH3NO Ha
ncnosb3osaHue Kpunrollpo CSP 4.0 nan 5.0.

MpunoxkeHne paboTaeT TOIbKO Ha YCTPOMUCTBaX C 64-6UTHOM apXUTEKTYPOM.

KomMmnoHeHT
0oC

I'Iop,nmcaHme AOKYMEHTOB

TpeboBaHue

iOS 13-18

CpeactBo  kpuntosawntel unHPopmauum Kpuntollpo CSP, wucnonbsyemoe npu
noAnncaHnM, BCTPOEHO B MOBW/IbHOE MpUAOXeHVe U He TpebyeT AOMONHUTENBHOM
YCTaHOBKMW.

Ecnm pna noanucanma ncnonbsytotca ceptndukatol TOCT, ans Kaxkzoro MobuabHOro

YCTPOMCTBA, Ha KOTOPOM BYAyT NOANUCHIBATLCA AOKYMEHTbI, HEOBXOANMO nprobpecTtn
VLEeH3MI0 Ha ncnosb3osaHue KpunTollpo CSP 4.0

© KomnaHusa Directum, 2024
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TpeboBaHus ansa cpesbl pa3paboTku

TpeboBaHua ana cpeabl paspaboTkm

BAXKHO. KomnoHeHTbI ana paboTbl co cpeson paspaboTku Bcerga HeobxoAMMO yCTaHaB/MBaTb OTAE/NbHO
oT npoaykTveBHoro cepeepa Directum RX.

Ana mognodurkaumm cnctemol Directum RX yctaHaBanBaroTcs cneayrowime KOMMNOHEHTbI:

CYB/A pns npoBepku pa3paboTaHHbIX peLleHn;

Git-cepsep. VicxoaHble koAbl 6a30Bbix 1 pa3pabaTbiBaeMbIX peLLeHVI XPaHATCA B pacrpeseneHHon
cnmcteMe  KoHTposis Bepcuin  Git. [ns  coBmecTHOM paboTbl B Git HECKOMIbKUX MPUKAAAHbIX
pa3paboTumMKOB HY>XHO YCTaHOBWUTb CUCTEMY YMpaBiEHWA Peno3uTOpUAMM U CO3jaTb ANA BCEX
pa3paboTumKoB yyeTHble 3anucy. 1o yMoaYaHUio Npu ycTaHOBKe cpeAbl pa3paboTku Mcnonb3yeTca
cucTeMa ynpasnieHvs penosuTopuamun Gitea. MNepBas yyeTHasa 3anucb CO3AaeTcs MpuW yCTaHOBKe, a
OCTa/lbHble — B MapamMeTpax cpesbl pa3paboTku.

NMPUMEYAHUME. [Ana paboTtel ¢ Git MOXHO wcCNonb3oBaTb APYryrd CUCTEMY YrpaBaeHUns
peno3ntopmamn. B aTom ciyyae Hy>XHO CaMOCTOATENIbHO YCTaHOBUTL €€ U HaCTPOUTb YYeTHbIe 3arnncu.

cpepa paspaboTkun. Bmecte co cpefon ycTaHaBAMBAETCA JIOKa/lbHbIN BeO-cepBep M BCE CEPBUCH], a
Takke Beb-kameHT Directum RX (nokanbHas cuctema). Cm. pasgen «TpeboBaHua K KOMMbHOTEPY
NPUKA3AHOro pa3paboTumka».

Ha komnbroTep pa3paboTtunka He pekomeHayeTcsa ctaButb CYB/, ans npoBepku pa3paboTaHHbIX peLleHni
n Git-cepsep.

TpeboBaHusa Kk cepBepy Git

MNopaepxnBaetca paborta ¢ Git Bepcun 2.31.1 1 BbiLe.

KomnoHeHT TpeboBaHue
Mpoueccop 2 aapa c yactoton 2 Ty
Mamsarb (O3Y) 1T7b v Bbiwe

Tun >ecTKoro ancka SSD

XKectkuin gnck OC: 1 anck

[aHHble: RAID-1 (2 ancka)

CeteBoM agantep 100 M6ut/c
MecTo Ha XXecTKoM aucke 15Tb
oC Microsoft Windows Server 2012/2012R2/2016/2019/2022
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TpeboBaHua K KOMNbIOTEPY pa3paboTumnka

KomMmnoHeHT TpeboBaHue k KOMNbOTEPY pa3paboTumka

Mpoueccop 4 appa c yactoton 2Ty,

Mamatb (O3Y) 12 T'b v Bbilwe

Tuvn »xecTKoro Ancka SSD

MecTo Ha XXecTKoM ancke 3 Tb v Bbllwe

ocC e Microsoft Windows 8/8.1 64-pa3pszHas Bepcus ¢ 06HOBAEHNEM
KB2999226

e Microsoft Windows 10/11 Pro/Enterprise 64-pa3psgHas Bepcus

e Microsoft Windows Server 2012/2012R2 (64-pa3psgHas Bepcus) ¢
obHoBAeHWeM KB2999226

e Microsoft Windows Server 2016/2019/2022 64-pa3psaHas Bepcus

Y106bI ycTaHOBKA OBHOBJIEHWNIA MPOLLA YCMELWHO, Ha KOMMbHOTEPE AO0/XKHbI

6bITb YCTaHOBAEHbI NakeTbl 0GHOBEHWI, Bblllealwine paHee. Hanpumep, ans

ycTaHOBKM 06HoBAeHNs KB2999226 f0/1XHO ObITb yCTaHOB/IEHO OBHOBAEHME

KB2919355. NMoapobHee cM. B AOKYMeHTaLMM O6HOBAEHUA Ha cariTe Microsoft
JononHnTeNnbHble KOMMOHEHTDI Microsoft .NET Framework 4.6.1 SDK

Microsoft .NET Framework 4.8 SDK

Microsoft .NET SDK 6.0

Internet Information Service 7.5 v Bbille

Git 2.31.1 n BblWwe

Pa3pelueHne skpaHa PekomeHnayemoe — 1920x1080 v Bbiwe

ﬂpvl YCTaHOBKE paspelleHna HMXKe YKa3aHHOIo HEKOTOpble 31IeMEHTbI
CACTEMBI MOTYT HE NOMECTUTbCA Ha 3KPaH

TpeboBaHua ana Directum Launcher

Mpw 3anycke nHcTpyMeHTa Directum Launcher B 6pay3epe oTkpbiBaeTca CTpaHULa, Ha KOTOPOW 3a4atoTca
napameTpbl YCTaHOBKW, OOHOBMEHWA W KOHOUrypupoBaHuA cuctembl. B Tabavue nepeuncneHsl
noaaep>xvBaemble 6paysepbi:

KomnoHeHT Microsoft Windows Linux
Bbpayzep Google Chrome Google Chrome
Mozilla Firefox Mozilla Firefox
Anpekc bpaysep Anpekc bpaysep
Ainpexc bpayzep ans opraHmsaunin (ckavatb  AHAekc bpay3sep ans opraHusaunia (ckavatb
x86 nam x64) DEB nan RPM)
Chromium Chromium
Chromium-Gost Chromium-Gost

Microsoft Edge Ha 6a3e Chromium

MoaAep>kKMBaeMble BEpPCMUN ONePaLMOHHbIX CUCTEM, MOLLHOCTb NpoLeccopa, 06beM onepaTMBHOM NaMsaTH
M Apyrve TpeboBaHMs CM. B pasgenax:

e TpeboBaHWA K CEpPBEPAM

e TpeboBaHMA AN cpeldbl pa3paboTku
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U HTErpaumMoOHHbl€ BO3MO>XKHOCTU

O6MeH 31eKTPOHHbIMU AOKYMEHTaMU C KOHTpareHTamm

MNpu npnobpeTeHnn moaynen nHTerpaLmm ¢ cepemcamm obmeHra, Takmx kak uagok n CbUC, Heobxogmmo
obpaTtnTbCA K BEHAOPaM CEPBUCOB A1 YTOYHEHWA YCIOBUI UCMO/Ib30BaHNA X MHTerpaumoHHoro API.

Ans coTpyAHMKOB, KOTOpble 6yayT MOAMWUCbIBaTL AOKYMEHTbl W3 cepBMca OOMEHa 3N1eKTPOHHbLIMU
FOPUAMYECKM 3HAUMMbIMU  AOKYMEHTaMW, Heobxoanmmbl cepTudukatel KBanuduumpoBaHHoW 3T,
cooTBeTCTBytOLME TpeboBaHMAM 63-O3 «O6 anekTpoHHOM nognucu». o Bonpocam npuobpeTeHuns
cepTndukaToB obpallanTecb K onepaTopy cepBuca obMeHa, AMbo MCnonb3ynTe paHee NpUobpeTeHHbIe
cepTndukaThbl.

Ha kaxxgoe pabouee MecTo cOTpyAHUKa, KOTOPbIA ByaeT NoANMCbIBaTb AOKYMEHTbI U3 cepBuca OOMeHa,
yCTaHOBUTE:

e cpeactBa KpunrtosawmTel nHpopmaumm (CK3WM) Kpuntolpo CSP 4.0/5.0 ¢ noasep>kkon anroputma
xewvposaHua GOST (TOCT P 34.10-2012). Ecanm  AOKYMEHTbl MNOAMUCHLIBAKOTCA C  MOMOLLBIO
PytokeHn 2UIM 3.0 ceptndmkatammn FOCT, To yctaHaBamBaTbh CK3W Ha pabouyee mecTo HeobA3aTeNnbHO;

e 3aKPbITbIM KU INEKTPOHHOM NOAMNCY;

e cepTuduKaThbl U3 LLEMOYKMN AOBEPUA: KOPHEBOW cepTUdMKAT yAOCTOBEPSAIOLLErO LieHTpa cepTudurkaumm,
npomMexyToyHble cepTudmrkaTbl. C X NOMOLLbIO MOATBEPXKAAETCA MOAJIMHHOCTD KtOUen WndpoBaHms,
KOTOpble MCMOb3YHTCA 411 NOANNCAHUA JOKYMEHTOB;

e cepTuduKaTbl KOPHEBbIX LEHTPOB CepTUPUKALUM ANf  LUTaMNoB BpeMeHW (MpesoCTaBAsHOTCS
onepaTtopom obMeHa).

CepTndukaTbl yCTaHaBANBAIOTCA B JIOKa/bHOE XpaHUAULLEe cepTUdMKaTOB NoNb30BaTeNs, B 4OBEPEHHbIE
KOpHeBble LieHTpbl cepTudurKaumm. NMopsagok yCTaHOBKM CM. B JOKYMEHTaLMN YAOCTOBEPSIOLErO LIeHTpa
nAn onepaTopa cepBmrca 0bMeHa, y KOTOPOro nNpruobpeTeHbl cepTUduKaTol.

Ecam ncnonbsyetcs obnauHas 3, To cepTudumkathl, 3aKpbiTbid kKntou 1 CK3W He Hy>HO yCTaHaB/MBaTh Ha
pabouem mecTe.

TpeboBaHua K cepsepy

Mpwn nokanbHown yctaHoBke Directum RX HacTpownTe cepsep B 3aBUCMMOCTM OT UCMOJIb3YEMOW Ha HEM
onepaLoHHOM CUCTEMBI.

Windows | 5 cepgep, Ha koTopom pa3sepHyThl Be6-cepsep u cepaics Workflow, ycTaHosuTe:

e CK3WU Kpuntollpo CSP. [lnsa yctaHOBKM TpebyeTcs AnLEeH3Us Ha NpaBo ucnoabzoaHus Kpuntollpo Ha
cepsepe;

e cepTMduKaTbl U3 LEMOYKM JOBEPUA: KOPHEBOW CepTUMKAT YA0CTOBEPAIOLLErO LIeHTpa cepTudumKaumm,
NPOMEXYTOUHble cepTudmKaTsl.

LINUX ' 43 cepeepe ¢ komnoHeHTammn Docker Engine:

e aktmBumpyute anueHsunto CK3W Kpuntollpo CSP, ecnv TpebyeTtcs nognucaHme JOKYMEHTOB Ha CepBepe.
KomnoHeHTbl KpnnTollpo yxe ycTaHOBAEHbI B KOHTENHepaX;

e yCTaHOBWUTE CEPTUPUKATbI U3 LIeMOYKN AOBEPUA: KOPHEBOW CepPTUPUKAT yAO0CTOBEPAIOLLEro LieHTpa
cepTUPUKaLMK, NPOMEXYTOUHbIE CePTUPUMKATBI.
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O6beM 3arpy>aembix € cepBuca obMeHa LOKYMEHTOB M CKOPOCTb MX 06paboTKM 3aBUCUT OT KOIMYECTBA
3K3eMMASPOB CEPBMCA aCMHXPOHHbIX cobbiTni (Worker) 1 annapaTHbIX NapamMeTpoB cepBepa. YTOObI
YBE/NINUNTb KOJIMYECTBO obpabaTbiBaeMblX JOKYMEHTOB, HEOOXOAMMO MOBbLICUTbL MOLLHOCTb CepBepa U
yCTaHOBUTb JOMONHUTENbHbIE 3k3eMnasapbl Worker.

Ha cepsepe ¢ napametrpamu CPU 6 agep, O3Y 8 I'6, SSD 100 I'6 v ¢ aBymMA pa3BepHYTbIMN CEPBUCAMMU
Worker, kaxabli M3 KOTOPbIX 3amnyckaeT 6 napanfienbHbIX MOTOKOB, CPeAHAs CKOPOCTb 06paboTkm
COCTaBNfEeT:

e 2700-4 800 n0KyMeHTOB B 4ac;

e 64000-115 000 sOKyMEHTOB B CYTKMW.

Ecam yBenmumtb KONMYeCTBO cCepBMCOB, TO obbem obpabaTtbiBaeMbiX AOKYMEHTOB CTaHeT 6osblue.
Hanpumep, Ha cepepe ¢ 6 cepBucamm Worker, Kaxzblii 13 KOTOPbIX 3anyckaeT 8 napanienbHbiX MOTOKOB,
AOKYMeHTbl 13 lnasok obpabaTbiBatOTCsA CO CKOPOCTbIO:

e 7 300 f0KyMEHTOB B 4ac;

e 175 000 fOKyMEHTOB B CYTKMU.

NHTerpaums c cepBMcoM A0BEPEHHOCTEN

Mpwv HacTpOWKe UHTerpaLLmm ¢ cepBUCOM AoBepeHHOCTen KoHTyp.JoBEpEHHOCTb HEOBXOAMMO 0BPATUTLCS
K BEHZOPY A/ YTOUHEHMWS YCIOBUIA UCMO/Ib30BaHNSA MHTErpaLmoHHoro API.

Ana coTpyaHWKOB, KOTOpble OyayT NOANWUCHIBaTb 3/N1EKTPOHHbIE (MallMHOYMTaeMble) AOBEPEHHOCTH,
Heobxoanmbl cepTnudukaTbl kBannduumpoaHHoun M1, BbigaHHble YaocToBepatowmum yeHtpom OHC nan
aosepeHHbIM YL OHC.

Ha paboume wmecta pykoBoauTenen, Kotopble OyayT MNOANWUCHIBATL 31EKTPOHHbIE [OBEPEHHOCTH,
yCTaHOBUTE:

e cpeactBa KpunrtosawmTel nHdopmaumm (CK3) Kpuntollpo CSP 4.0/5.0 ¢ noasep>kkon anropvtma
xewuvposaHua GOST (TOCT P 34.10-2012). Ecanm AOKYMEHTbl MNOAMNUCHLIBAKOTCA C  MOMOLLBIO
PytokeH 2UIM 3.0 ceptndumkatamm FOCT, To yctaHaBamBaTh CK3W Ha pabouyee MecTo HeobA3aTeNbHO.

° 3aKprTbII7I KJ1HOY 3ﬂeKTp0HHOI7I noanncu,;

e cepTUdumKaTbl U3 LLENOYKN AOBEPUA: KOPHEBOW CepTMhUKAT YAOCTOBEPAIOLLLErO LieHTpa cepTudukaLnm
W NpoOMexXyTouHble cepTudukatel. C WX MOMOLLBIO MOATBEPXKAAETCA MOANMHHOCTL  KtOYewn
WNPPOBaHMNSA, KOTOPbIE UCMOJb3YHOTCA AN MOAMMNCAHUA JOKYMEHTOB;

e CcepTUdMKaTbl KOPHEBBIX LEHTPOB CePTUPMKALIMMN A1 LUTAMMOB BPEMEHW.

CepTudukaTbl yCTaHaBAMBAIOTCA B JIOKaNbHOE XpaHUAWLLE CepTUPUKATOB PYKOBOAMNTENS, B JOBEPEHHbIE
KOpHeBble LieHTpbl cepTudukaLmn. Mopagok yctaHOBKM CM. B AOKYMEHTAaLIMM YAOCTOBEPAIOLLErO LLEHTPa,
y KOTOporo npuobpeTteHbl cepTndmKaTbl.
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TpeboBaHusa K cepBepy

Mpw yctaHoBke Directum RX HacTpouTe cepBep B 3aBUCMMOCTM OT UCMO/b3YEMOW Ha HEM OMnepaLviOHHON
cUCTeMbl.

Windows | 5 cepgepe ¢ Be6-cepsepom 1 cepeucamn Workflow yctaHosuTe:

e CK3W Kpuntollpo CSP. Ansa yctaHOBKM TpebyeTcs AMLEH3NS Ha NpaBo Mcnoab3oBaHusa KpmnTtollpo Ha
cepBepe;

e cepTMduUKaTbl U3 LEMOYKM JOBEPUA: KOPHEBOW CepTMUKAT YA0CTOBEPAIOLLErO LIeHTpa cepTudumKaumm,
NPOMEXYTOUHble CepTUPUKATBI.

Linux ' Ha cepsepe ¢ KomnoHeHTamm Docker Engine:

e aktmBumpymte anueHsunto CK3W Kpuntollpo CSP, ecnv TpebyeTtcs nognucaHme JOKYMEHTOB Ha CEpPBEpE.
KomnoHeHTbl KpnnTtollpo yxe ycTaHOBAEHbI B KOHTENHepaX;

® yCTaHOBWUTE CepPTMPUKATbl U3 LIeNoYkn AOBEPUA: KOPHEBOW CepTUPUKAT YAOCTOBEPSAIOLLErO LieHTpa
cepTudmKaLMKM, MPOMEXYTOUHbIE CcepTUPUKATLI.

NuTterpauusa c 1C

MNopaep>xxunsaeTca nHTerpauns ¢ cnctemamm 1C co cneayrowMmm CoCTaBAAOLWMMN:

MNMnatdopma 1C KoHdurypauusa 1C

«1C: MpegnpusaTtne 8.3» sepcnn 8.3.17.2760 «1C: byxrantepua 3.0» sepcum 3.0.123.26 1 BblLLE (COBMECTUMOCTb
n BbllLe nposepeHa Ao Bepcumn 3.0.153.18 BkAOUNTENBHO)

Bonee nosgHue Bepcumn koHdurypauymi 1C moryT 6biTb HecoBmecTUMbI € Directum RX 13-3a n3meHeHui B
KoHburypauwmax. Mpu obHapy>KeHUn HecoBMeCcTMMOcCTer obpatutecb B cnyxdy noaaep>xkm Directum RX.

© KomnaHusa Directum, 2024 34



OrpaHuuyeHHasa nogaepikka

1. OnepauymoHHas cuctema Microsoft Windows 7 Professional/Enterprise/Ultimate 32- wnan 64-
paspsgHas Bepcus ABAAETCS yCTapeBLUen 1 bosblie He noaaepxxunsaetcs Microsoft. Pabota Be6-
knveHTa Directum RX ¢ gaHHon Bepcmen OC AOCTYyMNHA, HO HE PEKOMEHAYeTCs.

2. MNpun pabote c Beb-kAMeHTOM B onepauuoHHon cucteme Microsoft Windows B 6pay3epe
Mozilla Firefox He paboTaeT nepemellyeHune, co3gaHne n KonvposaHue obbekToB 13 Microsoft
Outlook ¢ nomolbto MmexaHnama Drag&Drop.

3. OrpaHunyeHa nogaepxka pabotbl Beb-knmeHTta Directum RX Ha nnaHweTax. Hanpumep:
e HejoCTyrneH Beb-areHT;
e JIOCTYMHO NOANMCaHWeE TOIbKO 061aUHOMN AN NPOCTON 3NEKTPOHHOW NOAMUCHID;

e 113-3a OTCYTCTBMA MbIWWN HEAOCTYMHbI AENCTBUSA, CBA3AHHbIE C HeW, HanpuMep pacTarnBaHue
3/1EMEHTOB, MPOKPYYMBaHME CTPaHUL, 1 Ap.

KomnoHeHT TpeboBaHuve K NaaHweTam
0oC iOS 10.0 v Bbiwe
Microsoft Windows 8/10 (He noaaep>xvBaetcs Microsoft Windows RT)
bpaysep [ns OC iOS: Apple Safari Mobile
PaspelueHue s3kpaHa Pekomenayemoe — 1024x768 1 Bbilwe. Ecin pa3pelueHme HUXe yKa3aHHOoro,

3/IEMEHTbl CUCTEMbI MOTYT HE MOMECTUTbCA Ha 3KpaH

Ana pabotbl co cMapTOOHOB W MAAHLETOB PEKOMEHAYETCA WCMOo/b30BaTb MPUIOXKEHMA
Directum Solo n Directum Jazz. MoapobHee TpeboBaHus ans paboTbl C NPUNOKEHUAMU CM. B
pa3genax «Cepsnc NOMAD», «Directum Solo» u «Directum Jazz».
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